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Federated Authentication Service 2209

This release of Federated Authentication Service includes no new features.

For information about bug fixes, see Fixed issues.
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Federated Authentication Service 2209

This release of Federated Authentication Service addresses several issues that help to improve

overall performance and stability. No new features were added.

For information about bug fixes, see Fixed issues.

Fixed issues

There are no fixed issues in Federated Authentication Service 2209.

Known issues

There are no known issues in Federated Authentication Service 2209.

The following warning applies to any workaround that suggests changing a registry entry:

Editing the registry incorrectly can cause serious problems that might require you to reinstall
your operating system. Citrix cannot guarantee that problems resulting from the incorrect use
of Registry Editor can be solved. Use Registry Editor at your own risk. Be sure to back up the

registry before you edit it.

Third party notices

This release of Federated Authentication Service may include third-party software licensed under

the terms defined in the following documents:

 Citrix Virtual Apps and Desktops Third Party Notices (PDF Download)

» Non-Commercial Software Disclosures For FlexNet Publisher 2017 (11.15.0.0) (PDF

Download)

* FlexNet Publisher Documentation Supplement Third Party and Open Source Software used in
FlexNet Publisher 11.15.0 (PDF Download)
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System requirements

» Federated Authentication Service (FAS) is supported on the following Windows Server
versions:
o Windows Server 2022, Standard and Datacenter Editions
o Windows Server 2019, Standard and Datacenter Editions, and with the Server Core option

o Windows Server 2016, Standard and Datacenter Editions, and with the Server Core option

« Citrix recommends installing FAS on a server that does not contain other Citrix components.

» The Windows Server should be secured. It will have access to a registration authority certificate
and private key that allows it to automatically issue certificates for domain users, and it will

have access to those user certificates and private keys.
» The FAS PowerShell cmdlets require Windows PowerShell 64-bit installed on the FAS server.
» A Microsoft Enterprise Certification Authority (root or subordinate) is required to issue user
certificates.

In the Citrix Virtual Apps or Citrix Virtual Desktops™ Site:

» Delivery Controllers, Virtual Delivery Agents (VDAS), and StoreFront™ server must all be

supported versions.

» Before creating the Machine Catalog, the Federated Authentication Service Group Policy
configuration must be applied correctly to the VDAs. See the Configure Group Policy section

for details.

When planning your deployment of this service, review the Security considerations section.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 11
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Install and configure

Install and setup sequence

1. Install the Federated Authentication Service (FAS)
2. Enable the FAS plug-in on StoreFront stores

3. Configure the Delivery Controller

4. Configure Group Policy

5. Use the FAS administration console to:

a. Deploy certificate templates

b. Set up certificate authorities

c. Authorize FAS to use your certificate authorities
d. Configure rules

e. Connect FAS to Citrix Cloud (optional)

Install the Federated Authentication Service

For security, Citrix recommends that the Federated Authentication Service (FAS) is installed on a
dedicated server that is secured in a similar way to a domain controller or certificate authority. FAS

can be installed from either:

« the Citrix Virtual Apps and Desktops™ installer (from the Federated Authentication Service

button on the autorun splash screen when the ISO is inserted), or

 the stand-alone FAS installer file (available as an MSI file on Citrix Downloads).
These install the following components:

* Federated Authentication Service

PowerShell snap-in cmdlets for advanced FAS configuration

FAS administration console

FAS Group Policy templates (CitrixFederatedAuthenticationService.admx/adml)

Certificate template files

© 1997-2026 Citrix Systems, Inc. All rights reserved. 12
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» Performance counters and event logs

Upgrading FAS
You can upgrade FAS to a newer version using an in-place upgrade. Before upgrading, consider
the following:

» All FAS server settings are preserved when you perform an in-place upgrade.

» Ensure that the FAS administration console is closed before you upgrade FAS.

» Ensure that at least one FAS server is available always. If no server is reachable by a
Federation Authentication Service-enabled StoreFront™ server, users cannot log on or start

applications.

To start an upgrade, install FAS from the Citrix Virtual Apps and Desktops installer or from the

stand-alone FAS installer file.

Enable the FAS plug-in on StoreFront stores

This step is not needed if you are using FAS only with Citrix Cloud.

To enable FAS integration on a StoreFront Store, run the following PowerShell cmdlets as an

Administrator account. If the store has a different name, modify $StorevirtualPath .

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdaLogonDataProvider
"FASLogonDataProvider"

To stop using FAS, use the following PowerShell script:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 13
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Configure the Delivery Controller™

This step is not needed if you are using FAS only with Citrix Cloud.

To use FAS, configure the Citrix Virtual Apps or Citrix Virtual Desktops™ Delivery Controller to trust
the StoreFront servers that can connect to it: run the Set-BrokerSite
-TrustRequestsSentToTheXmlServicePort $true PowerShell cmdlet. This only needs to be done

once per site, regardless of the number of Delivery Controllers in the site.

Configure Group Policy

After you install FAS, you must specify the fully qualified domain names (FQDNS) of the FAS

servers in Group Policy using the Group Policy templates provided in the installation.

IMPORTANT:

Ensure that the StoreFront servers requesting tickets and the Virtual Delivery Agents (VDAS)
redeeming tickets have an identical configuration of FQDNSs, including the automatic server

numbering applied by the Group Policy object.

For simplicity, the following examples configure a single policy at the domain level that applies to all
machines. However, that is not required. FAS functions as long as the StoreFront servers, VDAs,

and the machine running the FAS administration console see the same list of FQDNSs. See Step 6.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 14



Federated Authentication Service

Step 1. On the server where you installed FAS, locate the C:\Program Files\Citrix\Federated
Authentication Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx and

CitrixBase.admx files, and the en-US folder.

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

Step 2. Copy these to your domain controllers and place them in the C:\Windows\PolicyDefinitions

and en-US subfolder.

Step 3. Run the Microsoft Management Console (mmc.exe from the command line). From the

menu bar, select File > Add/Remove Snap-in. Add the Group Policy Management Editor.

When prompted for a Group Policy Object, select Browse and then select Default Domain Policy.
Alternatively, you can create and select an appropriate policy object for your environment, using
the tools of your choice. The policy must be applied to all machines running affected Citrix software

(VDAs, StoreFront servers, administration tools).

= Console1 - [Console Root] = |[E)] &
& File Action View Faverites Window Help BEIR
«= = BE Select Group Palicy Object | x
| Console Root Narme Weloomrs ko te Group Policy Wiz ¢ | |[Actions
Add — MM
More Actions »
‘fou can select snap-ns for this console from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Mvailzble snap-ns: or o a loeal computer.
Snap-n ven &, Lise the: Browas biston to select  Group Policy Object.
Device Managsr Mir o oreEa Py
" oHce M
= Disk Management Mer
E ons M Group Policy Objedt-
FEnkerprise PRI Micr = | |
BlEvent viewer M
iFokder mar | A s
2 Group Palicy Management M rowse for a Gro
[ Growp Policy Mansgement Editor  Mier
L=/ Group Palicy Object Editor M i Domana@ls | Stes | Al
=] Group Pelicy Starter GPO Editor Micr 9 n ,
[ Internet Information Servieas (IIS... Mir | 41 | Lockin: |25 cirigest net v mEE-
+MESeauchx Mscitac | ot~ Domains, Ols and firked Group Palicy Obiects:
Mame Domain
Desaription: [ Domain Cortrollers cridest net
Tris snap-n alkows you to edt Group Paicy Objects whid JE! Defaut Domain Palicy |
of stored on a computer,
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Step 4. Navigate to the Federated Authentication Service policy located in Computer

Configuration/Policies/Administrative Templates/Citrix Components/Authentication.

File Action View Help

&= 1m 2| HE 7T

=/ Defautt Domain Policy [DW-DC.OMCNET] Poicy |[T uthensication

v (& Computer Configuration .
- - Federated Authentication Service Setting
w || Policies
» [ Software Settings ederated Authentication Service
» [ Windows Settings Storefront FAS Rule

Edit policy setting

v [] Administrative Templates: Policy definit| | Description: |i2] In-session Behavior
~ || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

» :I Network to log in with non-Active Directory
" Printers credentials {e.g. SAML assertions).
1 Server

s [ Start Menu and Taskbar If you enable this policy, you should

» O System specify a list of servers running the

S Federated Authentication Service

> ;l Windows Compoenents identified by their FODNs (e.g.
[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
5 | Policies
5 || Preferences

< > | Extended £ Standard /
3 setting(s)

NOTE:

The Federated Authentication Service policy setting is only available on the domain GPO

when you add the CitrixBase.admx/CitrixBase.adml template file to the PolicyDefinitions
folder. After Step 3, the Federated Authentication Service policy setting is listed in the

Administrative Templates > Citrix Components > Authentication folder.

Step 5. Open the Federated Authentication Service policy and select Enabled. This allows you to

select the Show button, where you configure the FQDNs of your FAS servers.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 16
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B Federated Authentication Service O v
E Federated Authentication Senvice Presious Seffing [
() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FOQDMs | Show. o fas 1 citrixtest net]
1]
OK | | Cancel
OK Cancel ApaEly

Step 6. Enter the FQDNSs of the FAS servers.

IMPORTANT:

If you enter multiple FQDNs, the order of the list must be consistent as seen by VDAS,

StoreFront servers (if present), and FAS servers. See Group Policy settings.

Step 7. Click OK to exit the Group Policy wizard and apply the group policy changes. You may
need to restart your machines (or run gpupdate /force from the command line) for the change to

take effect.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17
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In-session Behavior

This policy activates an agent process in the user's VDA session which supports in-session
certificates, consent, and disconnect on lock. In-session certificates are only available if this policy
is enabled and if the FAS rule used to create the certificate has in-session use allowed, see

Configure rules.

@ In-session Behavior Previous Setting [ExEseting
() Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on:
Cpticns: Help:
Prompt Scope | Per-process - | Enabling this policy activates an agent process A

(Citrix Authentication. VirtualSmartcard.exe) which runs inside the
user's VDA session. This agent process provides support for the
following functionality:

Consent timeout (seconds):

[2 |

- In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mote that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed,

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA, o

OK Cancel Apply

Enable enables this policy and allows a FAS agent process to run in the user's VDA session.

Disable disables the policy and stops the FAS agent process from running.

Prompt Scope

If this policy is enabled, Prompt Scope controls how users are prompted for consent to allow an

application to use an in-session certificate. There are three options:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18
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* No consent required—This option disables the security prompt and private keys are used

silently.
» Per-process consent—Each running program individually prompts for consent.

» Per-session consent—Once the user has clicked OK, this applies to all programs in the

session.

Consent Timeout

If this policy is enabled, Consent Timeout controls how long (in seconds) the consent lasts. For
example, with 300 seconds users see a prompt every five minutes. A value of zero prompts users

for every private key operation.

Disconnect on lock

If this policy is enabled the user's session is automatically disconnected when they lock the screen.
This functionality provides similar behavior to the "disconnect on smart card removal” policy, and is

useful for situations where users do not have Active Directory logon credentials.

The disconnect on lock policy applies to all sessions on the VDA.

Using the Federated Authentication Service administration
console

NOTE:

Although the FAS administration console is suitable for most deployments, the PowerShell
interface offers more advanced options. For information on FAS PowerShell cmdlets, see

PowerShell cmdlets.

\

The FAS administration console is installed as part of FAS. An icon (Citrix Federated Authentication

Service) is placed in the Start menu.

The first time the administration console is used, it guides you through a process that deploys
certificate templates, sets up the certificate authority, and authorizes FAS to use the certificate

authority. Some of the steps can alternatively be completed manually using OS configuration tools.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19
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The FAS administration console connects to the local FAS service by default. If needed, you can

connect to a remote service using Connect to another server in the top right of the console.

&4 Citrix FAS Administration Consale - connected to localhost

Initial Setup Rules  Advanced

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

- O X

I Connect to another server I Refres

Deploy

Authorize

Create

Connect

h

Deploy certificate templates

To avoid interoperability issues with other software, FAS provides three Citrix certificate templates

for its own use.

» Citrix_RegistrationAuthority_ManualAuthorization
» Citrix_RegistrationAuthority

e Citrix_SmartcardLogon

These templates must be registered with Active Directory. Click the Deploy button then click OK.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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Important:

&4 Deploy Certificate Templates X

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

The configuration of the templates can be found in the XML files with extension .certificatetemplate

that are installed with FAS in:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

If you do not have permission to install these template files, give them to your Active Directory

Administrator.

To manually install the templates, you can run the following PowerShell commands from the folder

containing the templates:

$template =

late")

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

$CertEnrol = New-Object -ComObject

© 1997-2026 Citrix Systems, Inc. All rights reserved. 21
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Set up Active Directory Certificate Services

After installing the Citrix certificate templates, they must be published on one or more Microsoft
Enterprise Certification Authority servers. Refer to the Microsoft documentation on how to deploy

Active Directory Certificate Services.

If the templates are not published on at least one server, use Set Up Certificate Authority to
publish them. You must do this as a user that has permissions to administer the certificate

authority.

(Certificate templates can also be published using the Microsoft Certification Authority console.)

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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&3 Citrix FAS Administration Console - connected to localhost

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif

The required templ  ImPortant:

Initial Setup Rules Advanced Connect to another server

— t X

Deploy

Refresh

When you click "OK" the following certificate templates are
o Set up ace rt published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization

Publish

The authorization t - Citrix_RegistrationAuthority
o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

This step can also be configured manually. For more information,
Create an authoriz consult the online documentation.

Certificate Authority:

Create arule

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

Authorize Federated Authentication Service

This step initiates the authorization of FAS. The administration console uses the

Citrix_RegistrationAuthority ManualAuthorization template to generate a certificate request, and

then sends it to one of the certificate authorities that are publishing that template.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up a cert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrator must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

After the request is sent, it appears in the Pending Requests list of the Microsoft Certification
Authority console as a pending request from the FAS machine account. The certificate authority

administrator must issue or deny the request before configuration of FAS can continue.

The FAS administration console displays a busy 'spinner' until the administrator chooses Issue or

Deny.

In the Microsoft Certification Authority console, right-click All Tasks and then select Issue or Deny
for the certificate request. If you choose Issue, the FAS administration console displays the

authorization certificate. If you choose Deny, the console shows an error message.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA E - ST 3o oo CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

The FAS administration console automatically detects when this process completes. This can take

a couple of minutes.

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Configure rules

FAS uses the rules to authorize the issuance of certificates for VDA logon and in-session use, as

directed by StoreFront. Each rule specifies the StoreFront servers that are trusted to request
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certificates, the set of users for which they can be requested, and the set of VDA machines

permitted to use them.

FAS needs at least one rule to be created and configured. We recommend that you create a rule
named "default" because by default, StoreFront requests rule named "default" when contacting
FAS.

You can create additional custom rules to reference different certificate templates and certificate
authorities, and configure them to have different properties and permissions. These rules can be
configured for use by different StoreFront servers or by Workspace. Configure StoreFront servers

to request the custom rule by name using the Group Policy Configuration options.

Click Create (or Create rule on the "Rules" tab) to start the rule creation wizard which gathers the

information to create the rule. The "Rules" tab shows a summary of each rule.

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

The following information is gathered by the wizard:

Template: The certificate template that is used to issue user certificates. This should be the

Citrix_SmartcardLogon template, or a modified copy of it (see Certificate templates).
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Certificate Authority: The certificate authority that issues user certificates. The template must be
published by the certificate authority. FAS supports adding multiple certificate authorities for failover
and load balancing. Make sure that the status shows "Template available" for the certificate

authority you choose. See Certificate authority administration.

In-Session Use: The Allow in-session use option controls whether a certificate can be used after
logon to the VDA.

» Allow in-session use not selected (default, recommended)—the certificate is used only for

logon or reconnection, and users do not have access to the certificate after authenticating.

» Allow in-session use selected—users have access to the certificate after authenticating. Most
customers should not select this option. Resources accessed from within the VDA session,
such as intranet websites or fileshares, can be accessed using Kerberos single sign-on, and

therefore an in-session certificate is not required.

If you select Allow in-session use, the In-session Behavior group policy must also be enabled
and applied to the VDA. Certificates are then placed in the user's personal certificate store after
logon for application use. For example, if you require TLS authentication to web servers within

the VDA session, the certificate can be used by Internet Explorer.

Access control: The list of trusted StoreFront server machines that are authorized to request
certificates for logon or reconnection of users. For all these permissions you can add individual AD

objects or groups.

IMPORTANT:

The Access control setting is security critical, and must be managed carefully.

Note:

If you are using the FAS server only with Citrix Cloud you do not need to configure Access control.
When a rule is used by Citrix Cloud, the StoreFront access permissions are ignored. You can use
the same rule with Citrix Cloud and with an on-premises StoreFront deployment. StoreFront
access permissions are still applied when the rule is used by an on-premises StoreFront.

The default permission ("Assert Identity" allowed) denies everything. Therefore you must explicitly

allow your StoreFront servers.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

Restrictions: The list of VDA machines that can log users on using FAS and the list of users who

can be issued certificates through FAS.
* Manage VDA permissions lets you specify which VDAs can use FAS to log the user on. The
list of VDAs defaults to Domain Computers.

« Manage user permissions lets you specify which users can use FAS to sign in to a VDA. The

list of users defaults to Domain Users.

If the FAS server is in a different domain from that of the VDAs and users, default restrictions

must be modified.
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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Cloud rule: Indicates if the rule is applied when identity assertions are received from Citrix

Workspace. When you connect to Citrix Cloud, you choose which rule to use for Citrix Cloud. You

can also change the rule after connecting to Citrix Cloud from a link in the Connect to Citrix

Cloud section.

&

0

&3 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

Connect to Citrix Cloud

You can connect the FAS server to Citrix Cloud with Citrix Workspace. See this Citrix Workspace

article.

1. In the Initial Setup tab, under Connect to Citrix Cloud click Connect.
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. Select the cloud that you want to connect to and click Next.

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead

© 1997-2026 Citrix Systems, Inc. All rights reserved.

31




Federated Authentication Service

Only Citrix Cloud is available in the preview.

3. The window displays a unique registration code, which must be approved in Citrix Cloud. For

more information, see Register on-premises products with Citrix Cloud.

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. Once the registration code is validated, select the desired Resource location from the drop-

down list.
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&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. Select the customer account, if applicable, and select the resource location where you want to

connect the FAS server. Click Continue and then close the confirmation window.

6. In the Choose a rule section, use an existing rule or create a rule. Click Next.
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. In the Summary section, click Finish to complete Citrix Cloud connection.

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud
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Citrix Cloud registers the FAS server and displays it on the Resource Locations page in your Citrix

Cloud account.

Disconnect from Citrix Cloud

After removing the FAS server from your Citrix Cloud resource location, as described in this Citrix

Workspace article, in Connect to Citrix Cloud select Disable.
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Advanced configuration

The articles in this section provide advanced configuration and management guidance for
Federated Authentication Service (FAS).

Related information

» The primary reference for FAS installation and initial setup is the Install and configure article.

» The Deployment architectures article provides summaries of the major FAS architectures, plus

links to other articles about the more complex architectures.

Certificate authority configuration

This article describes the advanced configuration of Federated Authentication Service (FAS) to
integrate with certificate authority (CA) servers. Most of these configurations are not supported by
the FAS administration console. The instructions use PowerShell APIs provided by FAS. You

should have a basic knowledge of PowerShell before executing any instructions in this article.

Set up multiple CA servers for use in FAS

You can use the FAS administration console to configure FAS with multiple CAs while creating or

editing a rule:
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&3 Edit Rule — | X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
PeEss Gl Template available
Template available

Restrictions

Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

All the CAs you select must be publishing the Citrix_SmartcardLogon certificate template (or

whatever template you have chosen in your rule).

If one of the CAs you wish to use is not publishing the desired template, perform the Set up a
certificate authority step for the CA.

You do not have to perform the Authorize this service step for every CA, because the

authorization certificate configured in this step can be used at any of your CAs.

Expected behavior changes

After you configure the FAS server with multiple CA servers, user certificate generation is
distributed among all the configured CA servers. Also, if one of the configured CA servers fails, the

FAS server will switch to another available CA server.
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Configure the Microsoft certificate authority for TCP access

By default the Microsoft CA uses DCOM for access. This can result in complexities when

implementing firewall security, so Microsoft has a provision to switch to a static TCP port. On the
Microsoft CA, use Start>Run>dcomcnfg.exe to open the DCOM configuration panel, expand

Computers>My computer>DCOM Config to show the CertSrv Request node, then edit the

properties of the CertSrv Request DCOM application:

CertSrv Request Properties L? ]
General | Location | Securty | Endooints | identty

DCOM Protocols and endpoirts

T defaull system protocols

Select the DCOM network protocol sequence that you want to
=y~ Bdd. Enler the endpoint detals and dick OK when you have
" [finished

Protocol Sequence Cormection cnerted TCP/P

Disable protocol sequence
Use defaut endponts
®) Use statx: endpoint 200
Lsa intranet range of dynamic endponts
Use intemet range of dynamic endponts

oK | | Cancel

Select DCOM protocol and endpoint RN

Leam more about petting these properties

0K " Cancel

Change the "Endpoints" to select a static endpoint and specify a TCP port number (900 in the

graphic above).

Restart the Microsoft certificate authority and submit a certificate request. If you run netstat -a

-n -b you should see that certsvr is now listening on port 900:

TCP 0.0.0.0:636
[lsass.exe]
TCP 0.0.0.0:900

[certsrv.exe]

TCP 0.0.0.0:3268
[lsass.exe]

TCP 0.0.0.0:3269

LISTENING
LISTENING
LISTENING
LISTENING
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There is no need to configure the FAS server (or any other machines using the certificate
authority), because DCOM has a negotiation stage using the RPC port. When a client needs to use
DCOM, it connects to the DCOM RPC Service on the certificate server and requests access to a
particular DCOM server. This triggers port 900 to be opened, and the DCOM server instructs the
FAS server how to connect.

Pre-generate user certificates

The logon time for users will significantly improve when user certificates are pre-generated within
the FAS server. The following sections describe how it can be done, either for single or multiple

FAS servers.

Get a list of Active Directory users

You can improve certificate generation by querying the AD and storing the list of users into a file

(for example, a .csv file), as shown in the following example.

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |

Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename
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Get-ADUser is a standard cmdlet to query for a list of users. The example above contains a filter

argument to list only users with a UserPrincipalName and an account status of 'enabled.’

The SearchBase argument narrows which part of the AD to search for users. You can omit this if

you want to include all users in AD. Note: This query might return a large number of users.

The CSV looks something like this:

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bhvt. local”
"testuser2@bvt. Tocal”
"testuser3@hvt. local”
"testuserd@bvt. local”
"ucs3isBbvt. local”

"ucs3o@bvt. local”
"jime A N@kver Tass1"

FAS server

The following PowerShell script takes the previously-generated user list and creates a list of user

certificates.

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {

New-FasUserCertificate -Address $server.Server -UserPrincipalName
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$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

If you have more than one FAS server, a particular user's certificate will be generated twice: one in

the main server, and the other in the failover server.

The script above is catered for a rule named 'default’. If you have a different rule name (for

example, 'hello’), just change the $rule variable in the script.

&4 Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default IZAU| Summary
hello o W

IRubname: hello I
Status: OK
Template: Citrix_SmartcardLogon

Renew registration authority certificates

If more than one FAS server is in use, you can renew a FAS authorization certificate without

affecting logged-on users.
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You can also use the GUI to reauthorize FAS:

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Reauthorize

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Complete the following sequence:

1. Create a new authorization certificate: New-FasAuthorizationCertificate

2. Note the GUID of the new authorization certificate, as returned by: Get-

FasAuthorizationCertificate

3. Place the FAS server into maintenance mode: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. Swap the new authorization certificate: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. Take the FAS server out of maintenance mode: Set-FasServer -Address <FAS server>

-MaintenanceMode $false

6. Delete the old authorization certificate: Remove-FasAuthorizationCertificate
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Related information
» The Install and configure article is the primary reference for FAS installation and configuration.

» The common Federated Authentication Service deployments are summarized in the

Deployment architectures article.

» Other "how-to" articles are introduced in the Advanced configuration article.

Private key protection

Introduction

Certificates are stored in an embedded database on the FAS server. The associated private keys
are stored by means of the Network Service account of the FAS server and marked as non-

exportable by default.
There are two types of private keys:

» The private key associated with the registration authority certificate, from the

Citrix_RegistrationAuthority certificate template.

» The private keys associated with the user certificates, from the Citrix_SmartcardLogon

certificate template.

There are actually two registration authority certificates:
Citrix_RegistrationAuthority ManualAuthorization (valid for 24 hours by default) and

Citrix_RegistrationAuthority (valid for two years by default).

During step 3 of the Initial Setup tab in the Federated Authentication Service (FAS) administration
console, when you click Authorize the FAS server generates a keypair and sends a certificate
signing request to the certificate authority for the Citrix_RegistrationAuthority ManualAuthorization
certificate. This is a temporary certificate, valid for 24 hours by default. The certificate authority
does not automatically issue this certificate; its issuance must be manually authorised on the
certificate authority by an administrator. Once the certificate is issued to the FAS server, FAS uses
the Citrix_RegistrationAuthority _ManualAuthorization certificate to automatically obtain the
Citrix_RegistrationAuthority certificate (valid for two years by default). The FAS server deletes the
certificate and key for Citrix_RegistrationAuthority ManualAuthorization as soon as it obtains the

Citrix_RegistrationAuthority certificate.

The private key associated with the registration authority certificate is particularly sensitive,

because the registration authority certificate policy allows whoever possesses the private key to
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issue certificate requests for the set of users configured in the template. As a consequence,

whoever controls this key can connect to the environment as any of the users in the set.

You can configure the FAS server to protect private keys in a way that fits your organization's

security requirements, using one of the following:

* Microsoft Enhanced RSA and AES Cryptographic Provider or Microsoft Software Key Storage

Provider for both the registration authority certificate and the user certificates' private keys.

» Microsoft Platform Key Storage Provider with a Trusted Platform Module (TPM) chip for the
registration authority certificate's private key, and Microsoft Enhanced RSA and AES
Cryptographic Provider or Microsoft Software Key Storage Provider for the user certificates'

private keys.

» A Hardware Security Module (HSM) vendor's Cryptographic Service or Key Storage Provider
with the HSM device for both the registration authority certificate and the user certificates'

private keys.

Private key configuration settings

Configure FAS to use one of the three options. Use a text editor to edit the

Citrix.Authentication.FederatedAuthenticationService.exe.config file. The default location of the file

is in the Program Files\CitrixX\Federated Authentication Service folder on the FAS server.

<2?2zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.LoglLevel" value="3" / —-—>
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>
FAS reads the config file only when the service starts. If any values are changed, FAS must be

restarted before it reflects the new settings.

Set the relevant values in the Citrix.Authentication.FederatedAuthenticationService.exe.config file

as follows:
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Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (switch between CAPI
and CNG APIs)

VALUE COMMENT
true Use CAPI APIs

false (default) Use CNG APIs

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (name of the provider to

use)

VALUE COMMENT

Microsoft Enhanced RSA and AES Default CAPI provider
Cryptographic Provider

Microsoft Software Key Storage Provider Default CNG Provider

Microsoft Platform Key Storage Provider Default TPM provider. Note that TPM is not
recommended for user keys. Use TPM for the
registration authority key only. If you plan to
run your FAS server in a virtualized
environment, check with your TPM and
hypervisor vendor whether virtualization is
supported.

HSM_Vendor CSP/Key Storage Provider Supplied by HSM vendor. The value differs
between vendors. If you plan to run your FAS
server in a virtualized environment, check with
your HSM vendor whether virtualization is
supported.

Citrix.TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (Required only in case of
CAPI API)

VALUE COMMENT

24 Default. Refers to Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Property PROV_RSA_AES 24. Should
always be 24 unless you are using an HSM
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VALUE COMMENT

with CAPI and the HSM vendor specifies
otherwise.

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (When FAS needs to
perform a private key operation, it uses the value specified here) Controls the "exportable" flag of

private keys. Allows the use of TPM key storage, if supported by the hardware.

VALUE COMMENT
NoProtection Private key can be exported.
GenerateNonExportableKey Default. Private key cannot be exported.
GenerateTPMProtectedKey Private key will be managed using the TPM.

Private key is stored via the ProviderName you
specified in ProviderName (for example,
Microsoft Platform Key Storage Provider)

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (Specify size of private key in
bits)

VALUE COMMENT

2048 Default. 1024 or 4096 can also be used.

The config file settings are represented graphically as follows (installation defaults are shown in
red):
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Pl-r:;;(ic;r “True” “False”
CAPI API (CNG API)
CSP ( ‘ )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

Configuration scenario examples

Example 1

This example covers the registration authority certificate private key and user certificates' private

keys stored using the Microsoft Software Key Storage Provider

This is the default post-install configuration. No additional private key configuration is required.

Example 2

This example shows the registration authority certificate private key stored in the FAS server
motherboard's hardware TPM via the Microsoft Platform Key Storage Provider, and user

certificates' private keys stored using the Microsoft Software Key Storage Provider.

This scenario assumes that the TPM on your FAS server motherboard has been enabled in the
BIOS according to the TPM manufacturer's documentation and then initialized in Windows; see
<https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> .
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Using the FAS administration console

The FAS administration console cannot perform offline certificate signing request, so using it is not
recommended unless your organization allows online certificate signing request for registration

authority certificates.

When performing initial FAS setup, after deploying certificate templates and setting up the

certificate authority, but before authorizing the service (step 3 in the configuration sequence):

Step 1: Edit the config file by changing the following line as follows:

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMProtectedEey" />

The file should now appear as follows:

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderType" value="24"/ —--—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.Loglevel™ value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
«!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citriz.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

Some TPMs restrict key length. The default key length is 2048 bits. Ensure that you specify a key
length supported by your hardware.

Step 2: Restart the Citrix Federated Authentication Service to read the values from the config file.
Step 3: Authorize the service.

Step 4: Manually issue the pending certificate request from the certificate authority server. After the
registration authority certificate is obtained, step 3 in the setup sequence in the administration
console will be green. At this point, the registration authority certificate's private key will have

generated in the TPM. The certificate will be valid for 2 years by default.

To confirm that the registration authority certificate's private key is correctly being stored in the

TPM, use the following PowerShell commands. The PrivateKeyProvider field will be set to
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Microsoft Platform Crypto Provider if the registration authority certificate's private key is stored in
the TPM:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

Step 5: Edit the config file back to the following:

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/ >

Although FAS can generate user certificates with TPM protected keys, the TPM hardware

may be too slow for large deployments.

Step 6: Restart FAS. This forces the service to re-read the config file and reflect the changed
values. The subsequent automatic private key operations will affect user certificate keys; those
operations will not store the private keys in the TPM, but use the Microsoft Software Key Storage

Provider.

Step 7: Select the Rules tab in the FAS administration console and edit the settings as described

in Install and configure.

Using PowerShell

The registration authority certificate can be requested offline using PowerShell. This is suitable for
organizations that do not want their certificate authority to issue a registration authority certificate
through an online certificate signing request. You cannot make an offline registration authority

certificate signing request using the FAS administration console.

Step 1: During the initial FAS configuration using the administration console, complete only the first

two steps: "Deploy certificate templates" and "Set up a certificate authority."
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

Step 2: On your certificate authority server, add the Certificate Templates MMC snap-in. Right-click

the Citrix_RegistrationAuthority ManualAuthorization template and select Duplicate

Template.

Select the General tab. Change the name and validity period. In this example, the name is

Offline_RA and the validity period is 2 years:
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

Step 3: On your certificate authority server, add the certificate authority MMC snap-in. Right-click
Certificate Templates. Select New, then click Certificate Template to Issue. Choose the

template you just created.
Step 4: Load the following PowerShell cmdlets on the FAS server:
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Step 5: Generate the RSA keypair inside the FAS server's TPM and create the certificate signing
request by entering the following PowerShell cmdlet on the FAS server. Note: Some TPMs restrict
key length. The default key length is 2048 bits. Be sure to specify a key length supported by your

hardware.

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

For example:
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net

The following is displayed:

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

Id : 38b@3a38-9e67-494a-b5fc-cesfe321d11f
Address : [offline CSR]

TrustArea :

CertificateRequest : ----- BEGIN CERTIFICATE

Status ¢ WaitingForApproval

NOTES:

e The Id GUID (in this example, "5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39") is required in a

subsequent step.

» Think of this PowerShell cmdlet as a one-time "override" that is used to generate the

private key for the registration authority certificate.

* When running this cmdlet, the values that are read from the config file when FAS started

are checked to determine the key length to use (the default is 2048).

» Because -UseTPM is set to $true in this manual PowerShell-initiated registration authority
certificate private key operation, the system ignores values from the file that do not match

the settings required to use a TPM.
* Running this cmdlet does not change any settings in the config file.

» During subsequent automatic FAS-initiated user certificate private key operations, the

values that were read from the file when FAS started are used.

* Itis also possible to set the KeyProtection value in the config file to
GenerateTPMProtectedKey when the FAS server is issuing user certificates to generate

user certificate private keys protected by the TPM.

To verify that the TPM was used to generate the keypair, look in the application log in the Windows

Event viewer on the FAS server, at the time that the keypair is generated.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 52



Federated Authentication Service

14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation
1159d864d82e]

: e61a73d7-bb61-44af-8d21-

Note: "

Followed by:

Application Number of events: 3
Event|D Task C...

Level Date and Time Source

@Information 22/07/2019 12:59:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

Note: "Provider: Microsoft Platform Crypto Provider"

Step 6: Copy the certificate request section into a text editor and save it to disk as a text file.

53
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

Step 7: Submit the certificate signing request to your certificate authority by typing the following

into PowerShell on the FAS server:

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
For example:

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

The following is displayed:

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

At this point a Certification Authority List window might appear. The certificate authority in this
example has both http (top) and DCOM (bottom) enrolment enabled. Select the DCOM option, if

available:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 54



Federated Authentication Service

Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

After the certificate authority has been specified, PowerShell displays the RequestID:

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt

Active Directory Enrollment Poli
{hF?61ﬁﬂE DBOC-4021-A4FD- 2E295021??B2}

Certificate request i1s pending: Taken Under Submissien (0D
PS5 C:vUsers‘Administrater.AUTH> _

Step 8: On the certificate authority server, in the certificate authority MMC snap-in, click Pending

Requests. Note the Request ID. Then right-click the request and choose Issue.

Step 9: Select the Issued Certificates node. Find the certificate that was just issued (the Request
ID should match). Double-click to open the certificate. Select the Details tab. Click Copy to File.
The Certificate Export Wizard launches. Click Next. Choose the following options for the file

format:
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)

() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

The format must be "Cryptographic Message Syntax Standard — PKCS #7 Certificates (.P7B)"

and "Include all certificates in the certification path if possible" must be selected.
Step 10: Copy the exported certificate file onto the FAS server.

Step 11: Import the registration authority certificate into the FAS server by entering the following
PowerShell cmdlet on the FAS server:

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

For example:

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile

C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

The following is displayed:
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

To confirm that the registration authority certificate's private key is correctly being stored in the
TPM, use the following PowerShell commands. The PrivateKeyProvider field will be set to
Microsoft Platform Crypto Provider if the registration authority certificate's private key is stored in
the TPM:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

Step 12: Close the FAS administration console and then restart it.

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Note: The step "Authorize this service" has a green tick.

Step 13: Select the Rules tab in the FAS administration console and edit the settings described in

Install and configure.
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Example 3

This example covers an registration authority certificate private key and user certificates' private
keys stored in an HSM. This example assumes a configured HSM. Your HSM will have a provider

name, for example "HSM_Vendor's Key Storage Provider."

If you plan to run your FAS server in a virtualized environment, check with your HSM vendor about

hypervisor support.

Step 1. During initial setup of FAS using the administration console, complete only the first two

steps: "Deploy certificate templates” and "Set up a certificate authority."

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Step 2: Consult your HSM vendor's documentation to determine what your HSM's ProviderName
value should be. If your HSM uses CAPI, the provider might be referred to in the documentation as
a Cryptographic Service Provider (CSP). If your HSM uses CNG, the provider might be referred to
as a Key Storage Provider (KSP).

Step 3: Edit the config file as follows:

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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The file should now appear as follows:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime version="v4.0" sku-".NETFramework,Version=vd.5.1" /></startup></configuration>
This scenario assumes that your HSM uses CNG, so the ProviderLegacyCsp value is set to false.
If your HSM uses CAPI, ProviderLegacyCsp value should be set to true. Consult your HSM
vendor's documentation to determine whether your HSM uses CAPI or CNG. Also consult your
HSM vendor's documentation on supported key lengths for asymmetric RSA key generation. In this
example, the key length is set to the default of 2048 bits. Ensure that the key length you specify is

supported by your hardware.
Step 4: Restart the Citrix Federated Authentication Service to read the values from the config file.

Step 5: Generate the RSA keypair inside the HSM and create the certificate signing request by

clicking Authorize in the Initial Setup tab of FAS administration console.

Step 6: To verify that the keypair was generated in the HSM, check the application entries in the
Windows Event log:

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

Note: [Provider: HSM_Vendor's Key Storage Provider]

Step 7: On the certificate authority server, in the certificate authority MMC, select the Pending

Requests node:

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 07/04/2016 14:04 AUTHLWUCSHSMS

Right-click the request and select Issue.

Note: The step "Authorize this service" has a green tick.
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Step 8: Select the Rules tab in FAS administration console and edit the settings as described in

Install and configure.

FAS certificate storage

FAS does not use the Microsoft certificate store on the FAS server to store its certificates. It uses

an embedded database.

To determine the GUID for the registration authority certificate, enter the following PowerShell

cmdlets on the FAS server:
Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

For example, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

To obtain a list of user certificates, enter:
Get-FasUserCertificate -address \<FAS server FQDN>

For example, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

When using an HSM to store private keys, HSM containers are identified with a GUID. The

GUID for the private key in the HSM can be obtained using:

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

For example:

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485cdd-63af-43ed4-913
: Microsoft Software
: True

rint r AD2441F85
UzerPrincipalName : joe@djwfas.n
Role : default
CertificateDefinition : default Definition
SecurityContext :
ExpiryDate

Related information
* Install and configure is the primary reference for FAS installation and configuration.

* The common FAS deployments are summarized in the Federated Authentication Services

architectures overview article.

» Other "how-to" articles are introduced in the Advanced configuration article.

Security and network configuration

Federated Authentication Service (FAS) is tightly integrated with Microsoft Active Directory and the
Microsoft certification authority. Ensure that the system is managed and secured appropriately,

developing a security policy as you would for a domain controller or other critical infrastructure.

This document provides an overview of security issues to consider when deploying FAS. It also

provides an overview of features available that can assist in securing your infrastructure.

Network architecture

The following diagram shows the main components and security boundaries used in a FAS

deployment.

The FAS server must be treated as part of the security-critical infrastructure, along with the
certificate authority and domain controller. In a federated environment, Citrix Gateway and Citrix
StoreFront are components that are trusted to perform user authentication; other Citrix Virtual Apps

and Desktops™ components are unaffected by introducing FAS.
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Citrix
ADFS Server (with Federated Authenti-
Web Access Proxy) cation Server

Certificate Authority Domain Controller

Windows Server Windows Server i Windows Server

. FAS P FAS User UPN
TLS Server E Authorization Certificate " walter@auth.local
Certificate e
ertifica Certificate Template | Alternative UPN

FAS User FAS Autharization walter@adfs.ext

Signature Certificates _ Certificate
Certificate 1 Template

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server Windows Server & Desktan indows Server & Desktop

TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

Firewall and network security

TLS over port 443 protects the communication between Citrix Gateway, StoreFront, and the
Delivery Controller™ components. The StoreFront server performs only outgoing connections, and

the Citrix Gateway must accept only connections over the Internet using HTTPS port 443.

The StoreFront server contacts the FAS server over port 80 using mutually authenticated
Kerberos. Authentication uses the Kerberos HOST/fqdn identity of the FAS server, and the
Kerberos machine account identity of the StoreFront server. This option generates a single use

"credential handle" needed by the Citrix Virtual Delivery Agent (VDA) to log on the user.

When an HDX session is connected to the VDA, the VDA also contacts the FAS server over port
80. Authentication uses the Kerberos HOST/fqdn identity of the FAS server, and the Kerberos
machine identity of the VDA. Also, the VDA must supply the "credential handle" to access the

certificate and private key.
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The Microsoft certificate authority accepts communication using Kerberos authenticated DCOM,
which can be configured to use a fixed TCP port. The certificate authority also requires that the

FAS server supply a CMC packet signed by a trusted enrollment agent certificate.

SERVER FIREWALL PORTS

Federated Authentication Service [in] Kerberos over HTTP from StoreFront™
and VDAs, [out] DCOM to Microsoft certificate
authority

Citrix Gateway [in] HTTPS from client machines, [in/out]
HTTPS to/from StoreFront server, [out] HDX to
VDA

StoreFront [in] HTTPS from Citrix Gateway, [out] HTTPS
to Delivery Controller, [out] Kerberos HTTP to
FAS

Delivery Controller [in] HTTPS from StoreFront server, [in/out]
Kerberos over HTTP from VDAS

VDA [infout] Kerberos over HTTP from Delivery
Controller, [in] HDX from Citrix Gateway, [out]
Kerberos HTTP to FAS

Microsoft certificate authority [in] DCOM & signed from FAS

Connections between Citrix Federated Authentication Service and Citrix
Cloud™

The console and FAS access the following addresses using the user's account and the Network

Service account, respectively.
e FAS administration console, under the user's account

o *.,cloud.com
o *,citrixworkspacesapi.net

o Addresses required by a third party identity provider, if one is used in your environment
» FAS service, under the Network Service account:

o *,citrixworkspacesapi.net
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o *,citrixnetworkapi.net

If your environment includes proxy servers, configure the user proxy with the addresses for the
FAS administration console. Also, ensure that the address for the Network Service account is

configured using netsh or a similar tool.

Security considerations

FAS has a registration authority certificate that allows it to issue certificates autonomously on
behalf of your domain users. As such, it is important to develop and implement a security policy to

protect FAS servers, and to constrain their permissions.

Delegated enrollment agents

FAS issues user certificates by acting as an enroliment agent. The Microsoft Certification Authority
allows you to restrict enroliment agents, certificate templates, and users which enrollment agents

can issue certificates for.

Extensions Certificate Managerns:
General | Policy Modde | Ext Modue
Envolment Agerts | Auditing I Recovery Agents I Secuty

For more information see rol A

() D not restrict enmliment agents
(#®) Restict errcliment agerts

Enrolment agents:

You can use this dialog to ensure that:

» The Enrollment agents list contains only FAS servers.

e The Certificate Templates list contains only the FAS templates.
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» The Permissions list contains only users who are permitted to use FAS. For example, it is good
practice to prevent FAS from issuing certificates to users in an Administration or Protected

Users group.

Access Control List configuration

As described in the Configure rules section, you must configure a list of StoreFront servers that are
trusted to assert user identities to FAS when certificates are issued. Similarly, you can restrict
which users will be issued certificates, and which VDA machines they can authenticate to. This
feature is in addition to any standard Active Directory or certificate authority security features you

configure.

Firewall settings

All communication to FAS servers uses mutually authenticated Windows Communication

Foundation (WCF) Kerberos network connections over port 80.

Event log monitoring

FAS and the VDA write information to the Windows Event Log. This can be used for monitoring and

auditing information. The Event logs section lists event log entries that must be generated.

Hardware security modules

All private keys, including those of user certificates issued by FAS, are stored as non-exportable
private keys by the Network Service account. FAS supports the use of a cryptographic hardware

security module, if your security policy requires it.

Low-level cryptographic configuration is available in the FederatedAuthenticationService.exe.config
file. These settings apply when private keys are first created. Therefore, different settings can be

used for registration authority private keys (for example, 4096 bit, TPM protected) and runtime user

certificates.
PARAMETER DESCRIPTION
ProviderLegacyCsp When set to true, FAS uses the Microsoft
CryptoAPI (CAPI). Otherwise, FAS uses the
Microsoft Cryptography Next Generation API
(CNG).
ProviderName Name of the CAPI or CNG provider to use.
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PARAMETER DESCRIPTION

ProviderType Refers to Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Property PROV_RSA_AES 24. Should
always be 24 unless you are using an HSM
with CAPI and the HSM vendor specifies
otherwise.

KeyProtection Controls the "Exportable" flag of private keys.
Also allows the use of Trusted Platform Module
(TPM) key storage, if supported by the
hardware.

KeyLength Key length for RSA private keys. Supported
values are 1024, 2048 and 4096 (default:
2048).

Administration responsibilities

Administration of the environment can be divided into the following groups:

NAME RESPONSIBILITY
Enterprise administrator Install and secure certificate templates in the
forest
Domain administrator Configure Group Policy settings
Certificate authority administrator Configure the certificate authority
FAS administrator Install and configure the FAS server
StoreFront/Citrix Gateway administrator Configure user authentication
Citrix Virtual Desktops™ administrator Configure VDAs and Controllers

Each administrator controls different aspects of the overall security model, allowing a defense-in-

depth approach to securing the system.
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Group Policy settings

Trusted FAS machines are identified by a lookup table of "index number -> FQDN" configured

through Group Policy. When contacting a FAS server, clients verify the FAS server's
HOST\<fqdn> Kerberos identity. All servers that access the FAS server must have identical

FQDN configurations for the same index; otherwise, StoreFront and VDAs must contact different

FAS servers.

Citrix recommends applying a single policy to all machines in the environment to avoid
misconfiguration. Take care when modifying the list of FAS servers, especially when removing or

reordering entries.

Control of this GPO should be limited to FAS administrators (and/or domain administrators) who
install and decommission FAS servers. Take care to avoid reusing a machine FQDN name shortly

after decommissioning a FAS server.

Certificate templates

If you do not want to use the Citrix_SmartcardLogon certificate template supplied with FAS, you

can modify a copy of it. The following modifications are supported.

Rename a certificate template

If you want to rename the Citrix_SmartcardLogon to match your organizational template naming

standard, you must:

e Create a copy of the certificate template and rename it to match your organizational template

naming standard.

* Use FAS PowerShell commands to administer FAS, rather than the administrative user
interface. (The administrative user interface is only intended for use with the Citrix default

template names.)
o Either use the Microsoft MMC Certificate Templates snap-in or the Publish-FasMsTemplate
command to publish your template, and

> Use the New-FasCertificateDefinition command to configure FAS with the name of your

template.

Modify General properties

You can modify the Validity period in the certificate template.
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Do not modify the Renewal period. FAS ignores this setting in the certificate template. FAS

automatically renews the certificate halfway through its validity period.

Modify Request Handling properties

Do not modify these properties. FAS ignores these settings in the certificate template. FAS always

deselects Allow private key to be exported and deselects Renew with same key.
Modify Cryptography properties
Do not modify these properties. FAS ignores these settings in the certificate template.

Refer to Private key protection for equivalent settings that FAS provides.

Modify Key Attestation properties

Do not modify these properties. FAS does not support key attestation.

Modify Superseded Templates properties

Do not modify these properties. FAS does not support superseding templates.

Modify Extensions properties

You can modify these settings to match your organizational policy.

Note: Inappropriate Extension settings can cause security issues, or result in unusable certificates.

Modify Security properties

Citrix recommends that you modify these settings to Allow the Read and Enroll permissions for
only the machine accounts of the FAS servers. No other permissions are required by the FAS
service. However, as with other certificate templates, you can:

 allow administrators to Read or Write the template

+ allow authenticated users to Read the template
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Nnames:

8 Musthenticated Users

% Domain Admins (DJWFAS Domain Admins)

* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

Modify Subject Name properties
Citrix recommends that you don't modify these properties.
The template has Build from this Active Directory information selected, causing the certificate

authority to include the user's SID in a certificate extension. Which provides a strong mapping to

the user's Active Directory account.

Modify Server properties

Although Citrix does not recommend it, you can modify these settings to match your organizational

policy, if needed.

Modify Issuance requirements properties

Do not modify these settings. These settings must be as shown:
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Edensions | Secunty | Server
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval

[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |
Appiication polcy
Catficate Requast Agent W |

AINCE POCIe:

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

ok || Concal || Mol [[ Heb |

Modify Compatibility properties

You can modify these settings. The setting must be at least Windows Server 2003 CAs (schema
version 2). However, FAS supports only Windows Server 2008 and later CAs. Also, as explained
above, FAS ignores the additional settings available by selecting Windows Server 2008 CAs

(schema version 3) or Windows Server 2012 CAs (schema version 4).

Certificate authority administration

The certificate authority administrator is responsible for the configuration of the certificate authority

server and the issuing certificate private key that it uses.

Publishing templates

For a certificate authority to issue certificates based on a template supplied by the enterprise

administrator, the certificate authority administrator must choose to publish that template.

A simple security practice is to publish only the registration authority certificate templates when
FAS servers are being installed, or to insist on a completely offline issuance process. In either
case, the certificate authority administrator must maintain complete control over authorizing

registration authority certificate requests, and have a policy for authorizing FAS servers.
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Firewall settings

The certificate authority administrator has the control of the network firewall settings of the
certificate authority, allowing control over incoming connections. The certificate authority
administrator can configure DCOM TCP and firewall rules so that only FAS servers can request

certificates.

Restricted enrollment

By default any holder of a registration authority certificate can issue certificates to any user, using
any certificate template that allows access. This feature must be restricted to a group of non-
privileged users using the "Restrict enrollment agents" certificate authority property.

“itrixtest- DL ChA

Edensions |
General I Policy Module
Enolment Agerts | Audtng | Aecovery Agents

For more information see Delenated Enroliment fuents)
(®) Do not restict enncliment agents
() Restict enrcliment agents

Enrolment agents:

Policy modules and auditing

For advanced deployments, custom security modules can be used to track and veto certificate

issuance.

FAS administration

FAS has several security features.
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Restrict StoreFront, users, and VDAs through an ACL

At the center of the FAS security model is the control for which Kerberos accounts can access

functionality:

ACCESS VECTOR

StoreFront [IdP]

VDAs [Relying party]

Users

Configure rules

DESCRIPTION

These Kerberos accounts are trusted to
declare that a user has been correctly
authenticated. If one of these accounts is
compromised, then certificates can be created
and used for users allowed by the
configuration of FAS.

These are the machines that are allowed to
access the certificates and private keys. A
credential handle retrieved by the IdP is also
needed, so a compromised VDA account in
this group has limited scope to attack the
system.

This option controls which users can be
asserted by the IdP. Note that there is overlap
with the “Restricted Enrollment Agent”
configuration options at the certificate authority.
In general, it is advisable to include only non-
privileged accounts in this list. This option
prevents a compromised StoreFront account
from escalating privileges to a higher
administrative level. In particular, domain
administrator accounts must not be allowed by
this ACL.

Rules are useful if multiple independent Citrix Virtual Apps™ or Citrix Virtual Desktops

deployments use the same FAS server infrastructure. Each rule has a separate set of configuration

options; in particular, the Kerberos access control lists (ACLs) can be configured independently.

Configure the certificate authority and templates

Different certificate templates and CAs can be configured for different access rights. Advanced

configurations may choose to use less or more powerful certificates, depending on the
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environment. For example, users identified as "external” can have a certificate with fewer privileges

than "internal" users.

In-session and authentication certificates

The FAS administrator can control whether the certificate used to authenticate is available for use
in the user's session. For example, this option can be used to have only "signing" certificates

available in-session, with the more powerful "logon" certificate being used only at logon.

Private key protection and key length

The FAS administrator can configure FAS to store private keys in a Hardware Security Module
(HSM) or Trusted Platform Module (TPM). Citrix recommends storing at least the registration
authority certificate private key in a TPM for security. This option is provided as part of the "offline"

certificate request process.

Similarly, user certificate private keys can be stored in a TPM or HSM. All keys must be generated

as "non-exportable” and be at least 2048 bits in length.

Event logs

The FAS server provides detailed configuration and runtime event logs, which can be used for

auditing and intrusion detection.

Administrative access and administration tools

FAS includes remote administration features (mutually authenticated Kerberos) and tools.
Members of the "Local Administrators Group" have full control over FAS configuration. This list

must be carefully maintained.

Citrix Virtual Apps, Citrix Virtual Desktops, and VDA administrators

The use of FAS does not change the security model of the Delivery Controller and VDA
administrators, as the FAS "credential handle" simply replaces the "Active Directory password."
Controller and VDA administration groups must contain only trusted users. Auditing and event logs

must be maintained.

General Windows server security

All servers must be fully patched and have standard firewall and antivirus software available.
Security-critical infrastructure servers must be kept in a physically secure location, with care taken

over disk encryption and virtual machine maintenance options.

Auditing and event logs must be stored securely on a remote machine.
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RDP access must be limited to authorized administrators. Where possible, user accounts must

require smart card logon, especially for certificate authority and domain administrator accounts.

Related information

« Install and configure is the primary reference for FAS installation and configuration.

* FAS architectures are introduced in the Deployment architectures article.

e Other "how-to" articles are introduced in the Advanced configuration article.

Performance counters

FAS includes a set of performance counters for load tracking purposes.

@ Performance Monitor — O X
(%) File Action View Window Help N
e« 25 E=H

Performance I
@ = L Add Counters
v g Monitoring Tools|
. B8 Performance Available counters Added counters
> "? Data Collector Sef Select counters from computer:
> Ly Reports Counter Parent Inst... Computer
<Local computer > - Browse...
Citrix Federated Authentication Service ~
Concurrel tificate Signing Request Count
High Load Level
Low Load Level
Medium Load Level
Pool Key Count W
Instances of selected object:
Search
Add == Remove << 0 12:08:15
[[] Show description Cancel Ton 1:40
Show Color Scale Counter Instance Parent Object Computer

The following table lists the available counters. Unless otherwise stated, each counter is updated

every 10 seconds.

NAME DESCRIPTION

Average Certificate Signing Request

The average duration (in milliseconds) of

Milliseconds certificate signing requests, calculated using

data from the previous minute.
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NAME

Certificate Count

Certificate Signing Requests Per Minute

Concurrent Certificate Signing Request Count

Pool Key Count

Private Key Operations Per Minute

Session Count

Low/Medium/High Load Level

DESCRIPTION

The number of certificates being managed by
the Federated Authentication Service.

The number of certificate signing requests
issued by the Federated Authentication Service
per minute, calculated using data from the
previous minute.

The number of concurrent certificate signing
requests being serviced by the Federated
Authentication Service.

The number of pre-generated key pairs in the
key pool that can be used for certificate signing
requests.

The number of certificate private key
operations being performed by the Federated
Authentication Service per minute, calculated
using data from the previous minute.

The number of VDA sessions being tracked by
the Federated Authentication Service.

Estimates of the load that the Federated
Authentication Service can accept in terms of
certificate signing requests per minute. The
estimates are updated every minute, using
data from the previous minute. Exceeding the
“High Load” threshold may result in published
app or desktop launches failing.

Troubleshoot Windows logon issues

This article describes the logs and error messages Windows provides when a user logs on using

certificates and/or smart cards. These logs provide information you can use to troubleshoot

authentication failures.
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Certificates and public key infrastructure

Windows Active Directory maintains several certificate stores that manage certificates for users

logging on.

* NTAuth certificate store: To authenticate to Windows, the certificate authority immediately

issuing user certificates (that is, no chaining is supported) must be placed in the NTAuth store.

To see these certificates, from the certutil program, enter: certutil —viewstore —enterprise

NTAuth.

* Root and intermediate certificate stores: Usually, certificate logon systems can provide only

a single certificate, so if a chain is in use, the intermediate certificate store on all machines

must include these certificates. The root certificate must be in the Trusted Root Store, and the

penultimate certificate must be in the NTAuth store.

* Logon certificate extensions and Group Policy: Windows can be configured to enforce

verification of EKUs and other certificate policies. See the Microsoft documentation:

<https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)> .

REGISTRY POLICY

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

X509HintsNeeded

UseCachedCRLOnNIlyANd,
IgnoreRevocationUnknownErrors

DESCRIPTION

When disabled, certificates must include the
smart card logon Extended Key Usage (EKU).

By default, Windows filters out certificates
private keys that do not allow RSA decryption.
This option overrides that filter.

By default, Windows filters out expired
certificates. This option overrides that filter.

Enables elliptic curve authentication.

If a certificate does not contain a unique User
Principal Name (UPN), or it could be
ambiguous, this option allows users to

manually specify their Windows logon account.

Disables revocation checking (usually set on
the domain controller).
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» Domain controller certificates: To authenticate Kerberos connections, all servers must have
appropriate "Domain Controller" certificates. These can be requested using the "Local

Computer Certificate Personal Store" MMC snap-in menu.

UPN name and certificate mapping

It is recommended that user certificates include a unique User Principal Name (UPN) in the

Subject Alternate Name extension.

UPN names in Active Directory

By default, every user in Active Directory has an implicit UPN based on the pattern
\&lIt;samUsername>@\&lt;domainNetBios> and \&lt;samUsername>@\&lt;,domainFQDN>. The
available domains and FQDNSs are included in the RootDSE entry for the forest. Note that a single

domain can have multiple FQDN addresses registered in the RootDSE.

Additionally, every user in Active Directory has an explicit UPN and altUserPrincipalNames. These
are LDAP entries that specify the UPN for the user.

When searching for users by UPN, Windows looks first in the current domain (based on the identity
of the process looking up the UPN) for explicit UPNSs, then alterative UPNSs. If there are no

matches, it looks up the implicit UPN, which may resolve to different domains in the forest.

Certificate Mapping Service

If a certificate does not include an explicit UPN, Active Directory has the option to store an exact
public certificate for each use in an "x509certificate" attribute. To resolve such a certificate to a

user, a computer can query for this attribute directly (by default, in a single domain).

An option is provided for the user to specify a user account that speeds up this search, and also

allows this feature to be used in a cross-domain environment.

If there are multiple domains in the forest, and the user does not explicitly specify a domain, the

Active Directory rootDSE specifies the location of the Certificate Mapping Service. This is usually
located on a global catalog machine, and has a cached view of all xX509certificate attributes in the
forest. This computer can be used to efficiently find a user account in any domain, based on only

the certificate.

Control logon domain controller selection

When an environment contains multiple domain controllers, it is useful to see and restrict which

domain controller is used for authentication, so that logs can be enabled and retrieved.
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Control domain controller selection

To force Windows to use a particular Windows domain controller for logon, you can explicitly set
the list of domain controllers that a Windows machine uses by configuring the Imhosts file:

\Windows\System32\drivers\etc\Imhosts.
There is usually a sample file named "Imhosts.sam" in that location. Simply include a line:
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Where "1.2.3.4" is the IP address of the domain controller named "dcnetbiosname" in the

"mydomain” domain.

After a restart, the Windows machine uses that information to log on to mydomain. Note that this

configuration must be reverted when debugging is complete.

Identify the domain controller in use

At logon, Windows sets an MSDOS environment variable with the domain controller that logged

the user on. To see this, start the command prompt with the command: echo

%LOGONSERVER%.

Logs relating to authentication are stored on the computer returned by this command.

Enable account audit events

By default, Windows domain controllers do not enable full account audit logs. This can be

controlled through audit policies in the security settings in the Group Policy editor. After they are

enabled, the domain controller produces extra event log information in the security log file.

=] Local Group Policy Editor

BE |

File Action
oo 7@ = B

= Local Computer Palicy
4 & Computer Configuration
B | Software Settings
4 Windows Settings
[ [ Mame Resolution Palicy
|21 Seripts (Startup/Shutdown)
] 53 Security Sethings
4 g Account Policies
[ g Password Policy
B LA Account Lockeut Pelicy
b g Kerberos Policy
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options

View Help

w7 Wimdmse Ciessasnll wdib Adhssmead Camiising

|| Pelicy

Y

| Awdit account legon events
2 Awdt account managerment
2 Audrt directory service access
2| Audit logon events
2| Audit ebject accese
2| Awdit policy change
o] Audit privilege use

| Audit process tracking

| Aaclit system events

Security Setting
Success, Failure
Success, Failure
Mo auditing
Success, Failure
Me auditing
Success, Failure
Failure

Me auditing
Success, Failure
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Certificate validation logs

Check certificate validity

If a smartcard certificate is exported as a DER certificate (no private key required), you can

validate it with the command: certutil —verify user.cer

Enable CAPI logging

On the domain controller and users machine, open the event viewer and enable logging for
Microsoft/Windows/CAPI2/Operational Logs.

You can control CAPI logging with the registry keys at: CurrentControlSet\Services\crypt32.

VALUE DESCRIPTION
DiagLevel (DWORD) Verbosity level (0 to 5)
DiagMatchAnyMask (QUADWORD) Event filter (use Oxffffff for all)
DiagProcessName (MULTI_SZ) Filter by process name (for example,
LSASS.exe)
CAPI logs
MESSAGE DESCRIPTION
Build Chain LSA called CertGetCertificateChain (includes
result)
Verify Revocation LSA called CertVerifyRevocation (includes
result)
X509 Objects In verbose mode, certificates and Certificate
Revocation Lists (CRLs) are dumped to
AppData\LocalLow\Microsoft\X5090bjects
Verify Chain Policy LSA called CertVerifyChainPolicy (includes

parameters)
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Error messages

ERROR CODE DESCRIPTION

Certificate not trusted The smart card certificate could not be built
using certificates in the computer's
intermediate and trusted root certificate stores.

Certificate revocation check error The CRL for the smart card could not be
downloaded from the address specified by the
certificate CRL distribution point. If revocation
checking is mandated, this prevents logon from
succeeding. See the Certificates and public
key infrastructure section.

Certificate Usage errors The certificate is not suitable for logon. For
example, it might be a server certificate or a
signing certificate.

Kerberos logs

To enable Kerberos logging, on the domain controller and the end user machine, create the

following registry values:

HIVE VALUE NAME VALUE [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Ox1f
dc

Kerberos logging is output to the System event log.

» Messages such as "untrusted certificate" should be easy to diagnose.

» Two error codes are informational, and can be safely ignored:
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o KDC_ERR_PREAUTH_REQUIRED (used for backward compatibility with older domain

controllers)

o Unknown error Ox4b

Domain controller and workstation logs

This section describes the expected log entries on the domain controller and workstation when the

user logs on with a certificate.

Domain controller CAPI2 log

Domain controller security logs

Virtual Delivery Agent (VDA) security log

VDA CAPI log

VDA system log

Domain controller CAPI2 log

During a logon, the domain controller validates the caller's certificate, producing a sequence of log

entries in the following form.

Operational MNumber of events: §

Level Date and Tirme Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verfy Chain Paolicy
(i Information 2170672016 15:14:54 CAPIZ 11 Build Chain

(i) Information 217062016 15:14:54 CAPIZ 90 X509 Objects
{Dlnfnm'iaticn 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@In[nrmatian 2108/ 2016 153:14&:54 Cap2 40 Verify Revocation
{D|nfﬂrmaﬁﬂl‘| 21706/ 2016 15:14:54 CAPIZ 10 Build Chain

The final event log message shows Isass.exe on the domain controller constructing a chain based
on the certificate provided by the VDA, and verifying it for validity (including revocation). The result
is returned as "ERROR_SUCCESS".
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- CertVerifyCertificateChainPolicy

Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

CertificateChain
[ chainRef] [FFO3F7OB-52F3-4C93-877A-5DFFE40B9574)
Flags
[value] ]
Status
[ chainindex] -1
[ elementindex] -1
EventAuxinfo
[ ProcessMame] lsass.exe
CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-981C-49FEDT86318F)

[ SeqMumber] 1
Result
[ value] 0

Domain controller security log

The domain controller shows a sequence of logon events, the key event being 4768, where the

certificate is used to issue the Kerberos Ticket Granting Ticket (krbtgt).

The messages before this show the machine account of the server authenticating to the domain

controller. The messages following this show the user account belonging to the new krbtgt being

used to authenticate to the domain controller.
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Keywaords Date and Time Source Event D Task Category

"‘l‘»ﬂwdil Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon

D, Audit Success 21/06/2015 15:14:56 Security-Auditing 4624 Logen

a:,‘#-.ud'rt Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

M Audit Success
‘21‘_ Audit Success
21, Audit Success
':akﬂud'rt Success
'Ek‘ﬁuud'n Success

21/06/2016 15:14:54
21/06/2016 15:14:54
21/06/2016 15:14:54
21/06/2016 15:14:34
21/06/2016 15:14:54

Security-Auditing Kerberos Authentication Service
Security-Auditing 4763 Kerberos Service Ticket Operations
Security-Auditing 4634 Logoff
Security-Auditing 4624 Logon
Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View
+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 493458
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0OF368TOCEECO0000001 DI FC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDA security log

The VDA security audit log corresponding to the logon event is the entry with event ID 4648,

originating from winlogon.exe.
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .
< | [T >
Event 4543, Security-Auditing x
] General | Details |
®) Friendly View 0 EMIL View
+ System "
- EwventData

SubjectUserSid 5-1-5-18

SubjectUserMame VDATOS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000]

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 51171 W

VDA CAPI log

This example VDA CAPI log shows a single chain build and verification sequence from Isass.exe,

validating the domain controller certificate (dc.citrixtest.net).

(1} Information 21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn

(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA system log

When Kerberos logging is enabled, the system log shows the error
KDC_ERR_PREAUTH_REQUIRED (which can be ignored), and an entry from Winlogon showing

that the Kerberos logon was successful.

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Monitoring FAS using Windows event log

All FAS events are written to the Windows Application event log. You can use products such as
System Centre Operations Manager (SCOM) to monitor the health of your FAS service using the

processes and events described here.
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Is the FAS service running?

To determine if the FAS service is running, monitor the process

Citrix.Authentication.FederatedAuthenticationService.exe.

Only the most important events for monitoring the FAS service are described in this section. For

the full list of FAS event codes, see FAS event logs.

FAS health events

The following events show whether your FAS service is healthy.

The event source is Citrix.Authentication.Federated AuthenticationService.

EVENT

[S003]

[S022]

[S023]

[S123]

[S124]

EVENT TEXT

Administrator [{0}]
setting Maintenance
Mode to [{1}]

Administrator [{0}]
setting Maintenance
Mode to Off

Administrator [{0}]
setting Maintenance
Mode to On

Failed to issue a
certificate for [upn:
{0} role: {1}]
[exception: {2}]

Failed to issue a
certificate for [upn:
{0} role: {1}] at
[certifcate authority:
{2}] [exception: {3}]

EXPLANATION

The FAS service was
put into, or taken out
of, maintenance
mode.

The FAS service was
taken out of
maintenance mode.

The FAS service was
put into maintenance
mode.

This event happens
after [S124] if none
of the CAs FAS is
configured with
successfully issued a
user certificate.
Single sign-on will
fail for that user.

A failure occurred
when FAS attempted
to request a user
certificate from the
given CA. If FAS is

NOTES

While in
maintenance mode,
the FAS server is not
usable for single
sign-on.

Available from FAS
10.7 / CVAD 2109.

Available from FAS
10.7 / CVAD 2109.

This event may
indicate that all
configured CAs are
not working. If FAS is
configured to use an
HSM, it may also
indicate that the
HSM is not working.

This event may
indicate that the CA
is not working, or is
not contactable. If
FAS is configured to
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EVENT

[S413]

[S414]

EVENT TEXT

Authorization
certificate expiring
soon ({0} days left).
Certificate details: {1}

Authorization
certificate has
expired. Certificate
details: {0}

Cloud-connected FAS events

EXPLANATION

configured with more
than one CA, FAS
will try the request at
another CA.

This event is
generated
periodically when the
FAS authorization
certificate is close to
expiry. By default,
the event is
generated every day
if the authorization
certificate is within
30 days of expiry.

This event is
generated
periodically when the
FAS authorization
certificate has
expired. By default,
the event is
generated every day.

NOTES

use an HSM, it may
also indicate that the
HSM is not working.
The exception can
be used to help
identify the cause of
the problem.

The default settings
can be adjusted
using the cmdlet Set-
FasRacCertificateMo
nitor; see
PowerShell cmdlets.

Once expired, FAS is
not able to generate
new user certificates
and single-sign on
begins to fail.

If you are using FAS in conjunction with Citrix Cloud™, the following events show whether your

FAS service is healthy.

The event source is Citrix.Fas.Cloud.

EVENT

[S012]

EVENT TEXT

The FAS service is
available for single

EXPLANATION

This event indicates

that single sign-on
from Workspace (i.e.

NOTES

Before issuing this
event, FAS checks
(1) that it is
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EVENT

[S013]

Security events

EVENT TEXT

sign-on from Citrix
Cloud

The FAS service is
not available for
single sign-on from
Citrix Cloud. [{0}]
Further details can
be found in the
admin console.

EXPLANATION

Citrix Cloud) should
be working.

This event indicates
that FAS is not able
to provide single
sign-on from
Workspace (i.e.
Citrix Cloud). The
message includes
the reason why
single sign-on is not
working.

NOTES

configured, (2) is not
in maintenance
mode, and (3) is
connected to Citrix
Cloud.

FAS maintains a

persistent connection

to Citrix Cloud. From
time-to-time, this
connection may
terminate for a
variety of reasons
(such as a network
glitch, or a
connection lifetime
policy on a proxy
server). When this
happens, the event
text contains
"Service is not
connected to the
cloud". This is
normal behaviour,
and FAS
immediately
attempts to re-
establish a

connection to Citrix

Cloud.

The following events indicate that an unauthorized entity attempted to use FAS.

The event source is Citrix.Authentication.Federated AuthenticationService.
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EVENT

[S001]

[S002]

[S101]

[S104]

[S205]

FAS event logs

The following tables list the event log entries generated by FAS.

Administration events

EVENT TEXT

ACCESS DENIED: User [{0}]
is not a member of
Administrators group

ACCESS DENIED: User [{0}]
is not an Administrator of
Role [{1}]

Server [{0}] is not authorized
to assert identities in role [{1}]

Server [{0}] failed to assert
UPN [{1}] (UPN not allowed

by role [{2}])

Relying party access denied -
the calling account [{0}] is not
a permitted relying party of
the rule [{1}]

EXPLANATION

An attempt was made to view
or change te configuration of

FAS, but the caller was not a

FAS administrator.

An attempt was made to view
or change the configuration of
a FAS rule, but the caller was
not a FAS administrator.

An attempt was made to
assert user identities, but the
caller is not permitted to do
s0. Only StoreFront™ servers
which have been permitted in
the FAS rule configuration
(and Workspace if applicable)
are allowed to assert user
identities.

An attempt was made to
assert a user identity, but the
user's account is not
permitted according to the
FAS rule configuration.

A VDA attempted to perform
single sign-on with FAS, but
the VDA is not permitted
according to the FAS rule
configuration.

These events are logged in response to a configuration change in the FAS server.
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LOG CODES

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group

[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]

[S003] Administrator [{0}] setting Maintenance Mode to [{1}]

[S004] Administrator [{0}] requesting authorization certificate from CA [{1}] using templates [{2} and
{3}

[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating new Certificate Definition [{1}]

[S007] Administrator [{0}] updating Certificate Definition [{1}]

[S008] Administrator [{0}] deleting Certificate Definition [{1}]

[S009] Administrator [{0}] creating new Rule [{1}]

[S010] Administrator [{0}] updating Rule [{1}]

[S011] Administrator [{0}] deleting Rule [{1}]

[S012] Administrator [{O0}] creating certificate [upn: {1} sid: {2} rule: {3} Certificate Definition: {4}
Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]

[S022] Administrator [{0}] setting Maintenance Mode to Off

[S023] Administrator [{0}] setting Maintenance Mode to On

[S024] Administrator [{0}] setting system health monitor

[S025] Administrator [{0}] setting system health monitor

[S026] Administrator [{0}] setting RA Certificate Monitor
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LOG CODES

[S027] Administrator [{0}] resetting RA certificate monitor

[S050] Administrator [{0}] creating new cloud configuration: [{1}]

[S051] Administrator [{0}] updating cloud configuration: [{1}]

[S052] Administrator [{0}] removing cloud configuration

[S060] Administrator [{0}] Requesting Cloud Registration. Instance: {1}

[S060] Administrator [{0}] Requesting Direct Trust Cloud Registration. Instance: {1}
CloudServiceUrlFormat: {2}

[S061] Administrator [{0}] Completing Cloud Registration. Resource location: {1}, Rule name: {2}

[S062] Administrator [{0}] Completed Cloud Registration. Resource location: {1} ({2}), Rule name:
{3}, Customer: {4} ({5})

[S063] A KRS error occurred during cloud registration. The exception was {0}

[S063] [S064] An unknown error occurred during cloud registration. The exception was {0}

LOG CODES

[S401] Performing configuration upgrade -- [From version {0} to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]

[S404] Forcefully erasing the Citrix Federated Authentication Service database

[S405] An error occured while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

[S407] Registry-based data was not migrated to a database since a database already existed

[S408] Cannot downgrade the configuration -- [From version {0} to version {1}]
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LOG CODES

[S409] ThreadPool configuration succeeded - MinThreads adjusted from [workers: {0} completion:
{1}] to: [workers: {2} completion: {3}]

[S410] ThreadPool configuration failed - failed to adjust MinThreads from [workers: {0} completion:

{1}] to: [workers: {2} completion: {3}]; this may impact the scalablilty of the FAS server
[S411] Error starting the FAS service: [{0}]

[S412] Configuration upgrade complete -- [From version {0} to version {1}]

[S413] Authorization certificate expiring soon ({0} days left). Certificate details: {1}
[S414] Authorization certificate has expired. Certificate details: {0}

[S415] Authorization certificate check completed. {0} issues were logged. Next check is due in {1}

Creating identity assertions

These events are logged at runtime on the FAS server when a trusted server asserts a user logon.

LOG CODES

[S101] Server [{0}] is not authorized to assert identities in role [{1}]

[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]

[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]

[S121] Certificate issued to [upn: {0} role: {1}] by [certifcate authority: {2}]

[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].

[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certifcate authority: {2}] [exception: {3}]
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Acting as a relying party

These events are logged at runtime on the FAS server when a VDA logs on a user.

LOG CODES
[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.
[S203] Relying party [{0}] does not have access to the Logon CSP

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]

[S205] Relying party access denied - the calling account [{0}] is not a permitted relying party of the
rule [{1}]

[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0}] upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}].

In-session certificate server

These events are logged on the FAS server when a user uses an in-session certificate.

LOG CODES
[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card
[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]
[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role: {4}
thumbprint: {5}] for private key operation [{6}]

[S305] Private Key operation failed [Operation: {0} upn: {1} role: {2} containerName {3}] [Error {4}
{5}1.

FAS assertion plugin

These events are logged by the FAS assertion plugin.
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LOG CODES
[S500] No FAS assertion plugin is configured
[S501] The configured FAS assertion plugin could not be loaded [exception:{0}]
[S502] FAS assertion plugin loaded [pluginld={0}] [assembly={1}] [location={2}]

[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plugin [{2}] does
not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no
configured FAS plugin)

[S505] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] rejected the logon evidence with
status [{3}] and message [{4}])

[S506] The plugin [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]

[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}] during method
[{4}])

[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plugin [{2}]
does not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plugin)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was deemed invalid by plugin
[{2}]

Workspace-enabled FAS

These events are logged when FAS is used in conjunction with Workspace.

LOG CODES
[S001] Rotated Citrix Cloud authorization key [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] The cloud support module is starting. FasHub cloud service URL: {0}

[S003] FAS registered with the cloud [fas id: {0}] [transaction id: {1}]
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LOG CODES

[S004] FAS failed to register with the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S005] FAS sent its current configuration to the cloud [fas id: {0}] [transaction id: {1}]

[S006] FAS failed to send its current configuration to the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS unregisted from the cloud [fas id: {0}] [transaction id: {1}]

[S009] FAS failed to unregister from the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S010] The FAS service is connected to the cloud messaging URL: {0}

[SO011] The FAS service is not connected to the cloud

[S012] The FAS service is available for single sign-on from Citrix Cloud

[S013] The FAS service is not available for single sign-on from Citrix Cloud. [{0}] Further details
can be found in the admin console

[S014] A call to the cloud service <service name> failed [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S015] A message from Citrix Cloud was blocked because the caller is not permitted [message 1D
{0}] [transaction ID {1}] [caller {2}]

[S016] A call to the cloud service <service name> succeeded [fas id: {0}] [transaction id: {1}]

[S019] FAS downloaded its configuration from the cloud [fas id: {0}] [transaction id: {1}]

[S020] FAS failed to download its configuration from the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] The cloud support module failed to start. Exception: {0}

[S022] The cloud support module is stopping

[S023] Failed to rotate Citrix Cloud authorization key [fas id: {0}] [current key id:{1}] [new key id:{2}]
[keys in cloud:{3}]

[S024] Initiating rotation of Citrix Cloud authorization key [fas id: {0}] [current key id:{1}] [new key id:
{2}]
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LOG CODES

[S025] This service's authorization key is present in Citrix Cloud [current key: {0}] [keys in cloud:

{1}]

[S026] This service's authorization key is not present in the Citrix Cloud [current key: {0}] [keys in
cloud: {1}]

[S027] Upgraded the Citrix Cloud authorization key storage format [fas id: {0}]

Log on

These events are logged on the VDA during the logon stage.

LOG CODES
[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]

[S105] Identity Assertion Logon. Logging in [Username: {0} Domain: {1}]

[S106] Identity Assertion Logon.\n\nFederated Authentication Service: {O}\n\nLogging in
[Certificate: {1}]

[S107] Identity Assertion Logon failed. [Exception: {0}{1}]

[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

In-session certificates

These events are logged on the VDA when a user attempts to use an in-session certificate.

LOG CODES

[S201] Virtual smart card access authorized by [{0}] for PID: {1} Program Name: {2}[Certificate
thumbprint: {3}]
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LOG CODES
[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]

[S204] Virtual Smart Card Subsystem. Smart card support disabled

Certificate request and key pair generation

These events are logged when the FAS server performs low-level cryptographic operations.

LOG CODES

[S001] TrustArea::TrustArea: Installed certificate [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters{2}]

[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}]
EllipticCurve: {4} KeyLength: {5}isExportable: {6}]

[S017] PrivateKey::Delete [CspName: {0}, Identifier {1}]

LOG CODES
[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

End user error messages

This section lists common error messages displayed to a user on the Windows logon page.

ERROR MESSAGE DISPLAYED DESCRIPTION AND REFERENCE

Invalid Username or Password The computer believes that you have a valid
certificate and private key, but the Kerberos
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ERROR MESSAGE DISPLAYED DESCRIPTION AND REFERENCE

domain controller has rejected the connection.
See the Kerberos logs section of this article.

The system could not log you on. Your The domain controller cannot be contacted, or
credentials could not be verified. / The request the domain controller has not been configured
is not supported with a certificate to support Smart Card

authentication. Enroll the domain controller for
a "Kerberos Authentication", "Domain
Controller Authentication”, or "Domain
Controller” certificate. This is usually worth
trying, even when the existing certificate

appears to be valid.

The system could not log you on. The The intermediate and root certificates are not
smartcard certificate used for authentication installed on the local computer. See

was not trusted. Certificates and public key infrastructure.
Bad Request This usually indicates that the extensions on

the certificate are not set correctly, or the RSA
key is too short (<2048 bhits).

Related information

e Configuring a domain for smart card logon: <http://support.citrix.com/article/

CTX206156>

» Smartcard logon policies: <https://docs.microsoft.com/en-us/previous-versions/

windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

e Enabling CAPI logging: <http://social.technet.microsoft.com/wiki/contents/

articles/242.troubleshooting-pki-problems-on-windows.aspx>
e Enabling Kerberos logging: <https://support.microsoft.com/en-us/kb/262177>

» Guidelines for enabling smart card logon with third-party certification authorities: <https://

support.microsoft.com/en-us/kb/281245>

PowerShell cmdlets

You can use the Federated Authentication Service (FAS) administration console for simple

deployments; however, the PowerShell interface offers more advanced options. If you plan to use
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options that are not available in the console, Citrix recommends using only PowerShell for

configuration.

The following command adds the FAS PowerShell cmdlets:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

In a PowerShell window, you can use Get-Help \<cmdlet name> to display cmdlet help.

For more information on the FAS PowerShell SDK cmdlets, see <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> .
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Deployment architectures

Introduction

Federated Authentication Service (FAS) is a Citrix® component that integrates with your Active
Directory certificate authority, allowing users to be seamlessly authenticated within a Citrix
environment. This document describes various authentication architectures that may be

appropriate for your deployment.

When enabled, FAS delegates user authentication decisions to trusted StoreFront servers.
StoreFront has a comprehensive set of built-in authentication options built around modern web
technologies, and is easily extensible using the StoreFront SDK or third-party 1S plugins. The
basic design goal is that any authentication technology that can authenticate a user to a web site

can now be used to log in to a Citrix Virtual Apps or Citrix Virtual Desktops™ deployment.

This document describes example top-level deployment architectures, in increasing complexity.

Internal deployment

Citrix Gateway deployment

ADFS SAML

* B2B account mapping

Windows 10 Azure AD join

Links are provided to related FAS articles. For all architectures, the Install and configure article is

the primary reference for setting up FAS.

Architectural overview

FAS is authorized to issue smart card class certificates automatically on behalf of Active Directory
users who are authenticated by StoreFront. This uses similar APIs to tools that allow administrators
to provision physical smart cards. When a user is brokered to a Citrix Virtual Apps™ or Citrix
Virtual Desktops Virtual Delivery Agent (VDA), the certificate is attached to the machine, and the

Windows domain sees the logon as a standard smart card authentication.
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Trusted StoreFront™ servers contact FAS as users request access to the Citrix environment. FAS
grants a ticket that allows a single Citrix Virtual Apps or Citrix Virtual Desktops session to
authenticate with a certificate for that session. When a VDA needs to authenticate a user, it
connects to FAS and redeems the ticket. Only FAS has access to the user certificate's private key;
the VDA must send each signing and decryption operation that it needs to perform with the
certificate to FAS.

The following diagram shows FAS integrating with a Microsoft Certification Authority and providing
support services to StoreFront and Citrix Virtual Apps and Desktops™ Virtual Delivery Agents
(VDAS).
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Internal deployment

FAS allows users to securely authenticate to StoreFront using a variety of authentication options
(including Kerberos single sign-on) and connect through to a fully authenticated Citrix HDX™

session.

This allows Windows authentication without prompts to enter user credentials or smart card PINs,
and without using "saved password management" features such as the Single Sign-on Service.
This can be used to replace the Kerberos Constrained Delegation logon features available in

earlier versions of Citrix Virtual Apps.

All users have access to public key infrastructure (PKI) certificates within their session, regardless

of whether or not they log on to the endpoint devices with a smart card. This allows a smooth
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migration to two-factor authentication models, even from devices such as smartphones and tablets

that do not have a smart card reader.

This deployment adds a new server running FAS, which is authorized to issue smart card class
certificates on behalf of users. These certificates are then used to log on to user sessions in a Citrix

HDX environment as if a smart card logon was used.
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The Citrix Virtual Apps or Citrix Virtual Desktops environment must be configured in a similar

manner as smart card logon, which is documented in CTX206156.

In an existing deployment, this usually involves only ensuring that a domain-joined Microsoft
certificate authority is available, and that domain controllers have been assigned domain controller

certificates. (See the "Issuing Domain Controller Certificates" section in CTX206156.)
Related information:
» Keys can be stored in a Hardware Security Module (HSM) or built-in Trusted Platform Module

(TPM). For details, see the Private key protection article.

» The Install and configure article describes how to install and configure FAS.

Citrix Gateway deployment

The Citrix Gateway deployment is similar to the internal deployment, but adds Citrix Gateway
paired with StoreFront, moving the primary point of authentication to Citrix Gateway itself. Citrix
Gateway includes sophisticated authentication and authorization options that can be used to

secure remote access to a company's web sites.

This deployment can be used to avoid multiple PIN prompts that occur when authenticating first to
Citrix Gateway and then logging in to a user session. It also allows use of advanced Citrix Gateway

authentication technologies without additionally requiring AD passwords or smart cards.
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The Citrix Virtual Apps or Citrix Virtual Desktops environment must be configured in a similar

manner as smart card logon, which is documented in CTX206156.

In an existing deployment, this usually involves only ensuring that a domain-joined Microsoft
certificate authority is available, and that domain controllers have been assigned Domain Controller

certificates. (See the "Issuing Domain Controller Certificates" section in CTX206156).

When configuring Citrix Gateway as the primary authentication system, ensure that all connections
between Citrix Gateway and StoreFront are secured with TLS. In particular, ensure that the
Callback Url is correctly configured to point to the Citrix Gateway server, as this can be used to

authenticate the Citrix Gateway server in this deployment.

StoreFront Authentication Settings

These settings specify how the remote user pravides authentication credentials
|

¥ General Settings ‘ Versian: l 10.0 (Build 69.4) or later - i

¥ Secure Ticket Authonty

Vierver IP address:
Authentication Settings [optional)

Summary ‘ Logon type: I [Dumain -

| vI00: SNIP or MIF, 101+ VIP |

amart card fallback: MNone -

Callback URL: @

P | httpss//NetScalerGatewayFQDN | (CitrimAuthService/AuthService.asmx

44 When no Callback URL is specified, Smart Access is not available,

Related information:

* To configure Citrix Gateway, see "How to Configure NetScaler Gateway 10.5 to use with
StoreFront 3.6 and Citrix Virtual Desktops 7.6."

* Install and configure describes how to install and configure FAS.
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ADFS SAML deployment

A key Citrix Gateway authentication technology allows integration with Microsoft ADFS, which can
act as a SAML Identity Provider (IdP). A SAML assertion is a cryptographically-signed XML block
issued by a trusted IdP that authorizes a user to log on to a computer system. This means that the
FAS server allows the authentication of a user to be delegated to the Microsoft ADFS server (or
other SAML-aware 1dP).
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ADFS is commonly used to securely authenticate users to corporate resources remotely over the

Internet; for example, it is often used for Office 365 integration.
Related information:

» The ADFS deployment article contains details.
» The Install and configure article describes how to install and configure FAS.

» The Citrix Gateway deployment section in this article contains configuration considerations.

B2B account mapping

If two companies want to use each other's computer systems, a common option is to set up an
Active Directory Federation Service (ADFS) server with a trust relation. This allows users in one
company to seamlessly authenticate into another company's Active Directory (AD) environment.
When logging on, each user uses their own company logon credentials; ADFS automatically maps

this to a "shadow account” in the peer company's AD environment.
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Related information:

» The Install and configure article describes how to install and configure FAS.
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Windows 10 Azure AD Join

Windows 10 introduced the concept of "Azure AD Join," which is conceptually similar to traditional

Windows domain join but targeted at "over the internet" scenarios. This works well with laptops and
tablets. As with traditional Windows domain join, Azure AD has functionality to allow single sign-on
models for company websites and resources. These are all "Internet aware," so will work from any

Internet connected location, not just the office LAN.
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This deployment is an example where there is effectively no concept of "end users in the office."

Laptops are enrolled and authenticate entirely over the Internet using modern Azure AD features.

Note that the infrastructure in this deployment can run anywhere an IP address is available: on-
premises, hosted provider, Azure, or another cloud provider. The Azure AD Connect synchronizer

will automatically connect to Azure AD. The example graphic uses Azure VMs for simplicity.

Related information:

e The Install and configure article describes how to install and configure FAS.

e The Azure AD integration article contains details.
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ADFS deployment

Introduction

This document describes how to integrate a Citrix environment with Microsoft ADFS.

Many organizations use ADFS to manage secure user access to web sites that require a single
point of authentication. For example, a company may have additional content and downloads that

are available to employees; those locations need to be protected with standard Windows logon

credentials.

Federated Authentication Service (FAS) also allows Citrix Gateway and Citrix StoreFront™ to be

integrated with the ADFS logon system, reducing potential confusion for the employees.

This deployment integrates Citrix Gateway as a relying party to Microsoft ADFS.
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There are no differences if the back end resource is either Windows VDA or Linux VDA.

SAML overview

Security Assertion Markup Language (SAML) is a simple "redirect to a logon page" web browser

logon system. Configuration includes the following items:
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Redirect URL

When Citrix Gateway discovers that a user needs to be authenticated, it instructs the user's web
browser to do a HTTP POST to a SAML logon webpage on the ADFS server. This is usually an
https:// address of the form: https://adfs.mycompany.com/adfs/1s .

This web page POST includes other information, including the "return address" where ADFS will

return the user when logon is complete.

Identifier

The Entityld is a unique identifier that Citrix Gateway includes in its POST data to ADFS. This
informs ADFS which service the user is trying to log on to, and to apply different authentication
policies as appropriate. If issued, the SAML authentication XML will only be suitable for logging on

to the service identified by the Entityld.

Usually, the EntityID is the URL of the Citrix Gateway server logon page, but it can generally be
anything, as long as Citrix Gateway and ADFS agree on it: https://ns.mycompany.com/

application/logonpage .

Return address

If authentication is successful, ADFS instructs the user's web browser to POST a SAML
authentication XML back to one of the Reply URLSs that are configured for the Entityld. This is
usually an https:// address on the original Citrix Gateway server in the form: https://

ns.mycompany.com/cgi/samlauth .

If there is more than one Reply URL address configured, Citrix Gateway can choose one in its
original POST to ADFS.

Signing certificate
ADFS cryptographically signs SAML authentication XML blobs using its private key. To validate this
signature, Citrix Gateway must be configured to check these signatures using the public key

included in a certificate file. The certificate file will usually be a text file obtained from the ADFS

server.

Single sign-out Url

ADFS and Citrix Gateway support a "central logout" system. This is a URL that Citrix Gateway polls
occasionally to check that the SAML authentication XML blob still represents a currently logged-on

session.
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This is an optional feature that does not need to be configured. It is usually an https:// address
in the form https://adfs.mycompany.com/adfs/logout . (Note that it can be the same as the

Single Logon URL.)

Configuration

The section Citrix Gateway deployment describes how to set up Citrix Gateway to handle standard
LDAP authentication options. After that completes successfully, you can create a new
authentication policy on Citrix Gateway that allows SAML authentication. This can then replace the

default LDAP policy used by the Citrix Gateway wizard.

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies i':: ﬂ H
Palicies Servers
Add t 3 I 1ding Primary VPN Global Bindings Search =
MName Expression Request Server
StoreFrontSAML N5_TRUE AzureAd

Fill in the SAML policy

Configure the new SAML IdP server using information taken from the ADFS management console
earlier. When this policy is applied, Citrix Gateway redirects the user to ADFS for logon, and

accepts an ADFS-signed SAML authentication token in return.
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Marme®
Azuread . R
255

Authentication Type
SAML

IDP Certificate Name* 25E

AZureADSAML v +

Redwect URL" Exact b
29f-4c20-9826-14d5e484c62e/5aml2

single Logout URL ntemetPratocol ta
29f-4c20-9826-14d 54840628/ 5aml2 ntemetProtocolPassword W
Uzer Field .

userprincipalname &

Signing Certificate Name

v
v .

Iszuer Name

https:/fns.cit rixsamidemao net/Citri® =

Reject Unsigned Assertion®

on vl

SAML Binding™ Attribute

POST [v]
Default Authentication Group
Skew Time{mins) .

5

Related information
* Install and configure is the primary reference for FAS installation and configuration.
» The common FAS deployments are summarized in the Deployment architectures article.

» "How-to" articles are introduced in the Advanced configuration article.

Azure AD integration

Introduction

This document describes how to integrate a Citrix environment with the Windows 10 Azure AD
feature. Windows 10 introduced Azure AD, which is a new domain join model where roaming
laptops can be joined to a corporate domain over the Internet for the purposes of management and

single sign-on.
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The example deployment in this document describes a system where IT provides new users with a
corporate email address and enrollment code for their personal Windows 10 laptops. Users access

this code through the System > About > Join Azure AD option in the Settings panel.

“— Settings - o 4
@ SYSTEM Find a setting o
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain,
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . i
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe arcdoet e o inaracds weiir edition of Windosae

After the laptop is enrolled, the Microsoft Edge web browser automatically signs on to company
web sites and Citrix published applications through the Azure SaaS applications web page, with

other Azure applications such as Office 365.
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

Architecture

This architecture replicates a traditional company network completely within Azure, integrating with
modern cloud technologies such as Azure AD and Office 365. End users are all considered remote

workers, with no concept of being on an office intranet.

The model can be applied to companies with existing on premises systems, because the Azure AD

Connect Synchronization can bridge to Azure over the Internet.
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Secure connections and single sign-on, which would traditionally have been firewalled-LAN and
Kerberos/NTLM authentication, are replaced in this architecture by TLS connections to Azure and
SAML. New services are built as Azure applications joined to Azure AD. Existing applications that
require Active Directory (such as a SQL Server database) can be run using a standard Active

Directory Server VM in the IAAS portion of the Azure Cloud Service.

When a user launches a traditional application, they are accessed using Citrix Virtual Apps and
Desktops™ published applications. The different types of applications are collated through the
user's Azure Applications page, using the Microsoft Edge Single sign-on features. Microsoft also

supplies Android and iOS apps that can enumerate and launch Azure applications.

Create a DNS zone

Azure AD requires that the administrator has registered a public DNS address and controls the
delegation zone for the domain name suffix. To do this, the administrator can use the Azure DNS

zone feature.
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This example uses the DNS zone name citrixsamldemo.net.

Essentials 20 )

Fesource group Mame senver 1

citrisamldemo ns1-31.azure-cns.com.

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription IO Mame server 3

df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senver 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

i
The console shows the names of the Azure DNS name servers. These should be referenced in the
DNS registrar's NS entries for the zone (for example, citrixsamldemo.net. NS n1-01.azure-

dns.com )

When adding references to VMs running in Azure, it is easiest to use a CNAME pointer to the
Azure-managed DNS record for the VM. If the IP address of the VM changes, you will not need to

manually update the DNS zone file.

Both internal and external DNS address suffixes will match for this deployment. The domain is

citrixsamldemo.net, and uses a split DNS (10.0.0.* internally).
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Add an "fs.citrixsamldemo.net" entry that references the Web Application Proxy server. This is the

Federation Service for this zone.

Create a Cloud Service

This example configures a Citrix environment, including an AD environment with an ADFS server

running in Azure. A Cloud Service is created, named "citrixsamldemo."

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

JLloudapp net
VIRTUAL MACHINE ﬁ CUSTOM CREATE cloudapp.ne
REGION OR AFFINITY GROUP

E MOBILE SERVICE West Europe w |

| @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Create Windows virtual machines

Create five Windows VMs running in the Cloud Service:

e Domain controller (domaincontrol)

» Azure Connect ADFS server (adfs)

ADFS web access proxy (Web Application Proxy, not domain joined)

Citrix Virtual Apps and Desktops Delivery Controller

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

virtual machine

ree groups

- - -
All resources

1 Basics
Recent Configure basic settings
* User name
App Services
Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines

3 Subscription

SQL databases Weual Studio Professional with MSON~ ~
Cloud sernces [classic) * Resgurce group
4 citrixsamidemo -
Security Center findow [t
Lacation
Subscriptions \Wast Europa hd

Domain Controller

» Add the DNS Server and Active Directory Domain Services roles to create a standard Active
Directory deployment (in this example, citrixsamldemo. net). After domain promotion

completes, add the Active Directory Certification Services role.
» Create a normal user account for testing (for example, George@citrixsamldemo.net).

 Since this server will be running internal DNS, all servers should refer to this server for DNS
resolution. This can be done through the Azure DNS settings page. (For more information,

see the Appendix in this document.)

ADFS controller and Web Application Proxy server

» Join the ADFS server to the citrixsamldemo domain. The Web Application Proxy server should

remain in an isolated workgroup, so manually register a DNS address with the AD DNS.
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¢ Run the Enable-PSRemoting —Force cmdlet on these servers, to allow PS remoting through

firewalls from the AzureAD Connect tool.

Citrix Virtual Desktops™ Delivery Controller and VDA

« |nstall the Citrix Virtual Apps or Citrix Virtual Desktops Delivery Controller™ and VDA on the

remaining two Windows servers joined to citrixsamldemo.

Configure an internal DNS

After the domain controller is installed, configure the DNS server to handle the internal view of

citrixsamldemo.net, and act as a forwarder to an external DNS server (for example: 8.8.8.8).

-4 DINS Manager = | =] e
File Action View Help

o AR Baz Be § 86

2 DMs Mame Type Data Timestas
4 § DOMAINCONTROL T _msdes
4 [ Forward Lockup Zones || ™ sites
2 :j _misdcs. net ||~ _tep
Pl . udp
L Reverse Lookup Zones || < po o e nee
b _—] TNSt.PFi it | FerestDnsFones
b _ ETTTT”EI Fonnarders ] (same as parent falder) Stant of Authority (S04) [24], demaincantral. static
g aheltegs ] (same a5 parent falder) Mame Sepver (MS) domaincantral, static
] (same a5 parent falder) Host (A) 100012 53520
£ adfs Host (&) 10.0.0.13 51 yzml
] demaincontral Host (4) 10.,0.0,12 static
=[E Host (4) 10,0013 static
Flwap Hast (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " ¥

Add a static record for:

* wap.citrixsamldemo.net
« fs.citrixsamldemo.net
* enterpriseregistration.citrixsaml.net

All VMs running in Azure should be configured to use only this DNS server. You can do this through
the Network Interface GUI.
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Essentials -~ .:if. H':,ﬂ <;' DMS servers @
PNEINNY Custom DNS
Resource group Private IP address
citrixsamldemo 10.0.0.9 SUFFORT + TROUBLESHOOTING .
* Primary DMS server
Location Virtual network/subnet -
West Europe tricsamidemordefaut B Auditlogs > | 10.0.05 v
3R Pafie Public IP address
o Prafessional with MSDN ) s Mew support request b Secondary DNS server

ption ID

T urity group
22436f-d4f9-46ae-beTb-6479cdaeefca

GEMNERAL
Properties >
A 5 =
M [P addresses >
Bl DNS servers pd
) Network security group >

By default, the internal IP (10.0.0.9) address is dynamically allocated. You can use the IP
addresses setting to permanently assign the IP address. This should be done for the Web

Application Proxy server and the domain controller.

Configure an external DNS address

When a VM is running, Azure maintains its own DNS zone server that points to the current public

IP address assigned to the VM. This is a useful feature to enable because Azure assigns IP

addresses when each VM starts, by default.

A AR O Eccentials ~ AR O Assignment
up
o0 SUPPORT + TROUBLESHOOTING
IP address @
Location DNS 13
- I
Wiest Europe - B Auditlogs > 13.94.252.54

Sub:

& New support request 5 Idie timeout (minutes) @

2 (1 core, 3.5 GB memory) isual f nal wi 1
a
GENERAL DHS name label (opticnal) &
All settings = ) domzincontrel-citrozamidemo
Properties > . -
westeurope.cloudapp.azure.com
Il settings

& Configuration >
.E_:‘c;
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

R R

EA Egort template
This example assigns a DNS address of domaincontrol-

citrixsamldemo.westeurope.cloudapp.azure.com to the domain controller.

Note that when remote configuration is complete, only the Web Application Proxy and Citrix
Gateway VMs should have public IP addresses enabled. (During configuration, the public IP

address is used for RDP access to the environment).
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Configure security groups

The Azure cloud manages firewall rules for TCP/UDP access into VMs from the Internet using
security groups. By default, all VMs allow RDP access. The Citrix Gateway and Web Application

Proxy servers should also allow TLS on port 443.

Metwrork security group Essentials ~ W AL C’

Metscaler
Resource group Security rules

SUPFORT + TRCUBLESHOOTING citrixsamldemo 1 inbound, @ outbound SUPPORT + TROUBLESHOOTING
Locstion Rssociated with
W Auditlogs > West Europe 0 subnets, 2 network interfaces H Auditlogs >

hame
& Mew support request > o Professional with MSDN & Mew support request ?

d4f9-46ae-be7b-5479cdaeefca
GEMERAL GENERAL

All settings =

HE Peoperties Properties

B 1P addresses Inbound security rules

B DNS servers T Outheund seeurity rules

voov | v v

@ Metwork security group B Metwork interfaces

VRV

Subnets

RESCURCE MANAGEMENT

Create an ADFS certificate

Enable the Web Server certificate template on the Microsoft certificate authority. This allows
creation of a certificate with custom DNS addresses that can be exported (including private key) to
a pfx file. You must install this certificate on both the ADFS and Web Application Proxy servers, so

the PFX file is the preferred option.
Issue a Web Server certificate with the following subject names:
* Commonname:
o adfs.citrixsamldemo.net
» SubjectAltname:

o * citrixsamldemo.net
o fs.citrixsamldemo. net

o enterpriseregistration.citrixsamldemo.net
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Consolel - [Co

@ File Action V
| 7o

[7] Console Root
a (G Certificates (L
4 || Personal
7 Certifig
[ Trusted R
[ Enterprise
Intermediz
Trusted Py
Untrusted
Third-Part
[ Trusted Pe
7 Client Aut
Remote Dg
Runtime_T
Smart Carg
Trusted Deg

EEEE

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that
can be wsed in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name: ) )
Type: CN=adfs.citrisamldemo.net

|Cornmm name

Value:

Alternative name:

Type: -
*.citrixsamldemo.net
| DS fs.citrixsam|dema.net
Value: ent istratiomn. citrisam

Export the certificate to a pfx file, including a password-protected private key.

Set up Azure AD

This section details the process of setting up a new Azure AD instance and creating user identities

that can be used to join Windows 10 to Azure AD.

Create a new directory

Log on to the classic Azure portal and create a new directory.
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

When complete, a summary page appears.
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

Create a global administrator user (AzureAdmin)

Create a global administrator in Azure (in this example,

AzureAdmin@citrixsamldemo.onmicrosoft.com ) and log on with the new account to set up a

password.
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

Register your domain with Azure AD

By default, users are identified with an email address in the form:

<user.name>@<company>.onmicrosoft.com .

Although this works without further configuration, a standard format email address is better,

preferably one that matches the email account of the end user: <user.name>@<company>.com .

The Add domain action configures a redirect from your real company domain. The example uses

citrixsamldemo.net .

If you are setting up ADFS for single sign-on, enable the check box.
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Install Azure AD Connect

Step 2 of the Azure AD configuration GUI redirects to the Microsoft download page for Azure AD
Connect. Install this on the ADFS VM. Use Custom install, rather than Express Settings, so that

ADFS options are available.
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Install required components

Express Settings
Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

asting SCOL Server

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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Connect to Azure with the administrator account you created earlier.

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]

User Sign-In USERMAME

Connect to Azure AD |ﬂZurc-"-'ldrnln@ciffllﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc

] ] PASSWORD
Connect Directornes

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

Select the internal AD forest.
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& Microsoft Azure Active Directory Co

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMFIGURED DIRECTORIES
citrixsamldemo.cloudapp.net {Active Directory) &

Synchronize all legacy Active Directory objects with Azure AD.

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
Azure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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If the directory structure is simple, you can rely on the usernames being sufficiently unique to

identify a user who logs on.

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

RA=] =adbeil i
2 Mail atinioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID |~

USER PRINCIPAL NAME €

| userPrincipalMame |'

»atinbutes

Accept the default filtering options, or restrict users and devices to a particular set of groups.
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

If desired, you can synchronize the Azure AD passwords with Active Directory. This is usually not

required for ADFS-based authentication.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|:.= nyong '..=!'|.'_.-"“:.="' e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne
i Specify the 550 certificate used to secure the communication between clients and AD FS,

Connect Directornes ; . )
® Provide a PFX Certificate File

Domain/GU Filterin - - . . .
9 .} Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features |{:\Usem\,Fretl.CITRIKSAMLDEMD\Desklnp‘-.adh.pfx || Browse |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l'| lfs | (/] [
Proxy Servers |
Credentials FEDERATION SERVICE NAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain
Configure
Werify
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When prompted to select a proxy server, enter the address of the wap.citrixsamldemo.net server.

You may need to run the Enable-PSRemoting —Force cmdlet as an administrator on the Web

Application Proxy server, so that Azure AD Connect can configure it.

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Varify

[ e |

If this step fails due to Remote PowerShell trust problems, try joining the Web Application

Proxy server to the domain.

For the remaining steps of the wizard, use the standard administrator passwords, and create a
service account for ADFS. Azure AD Connect will then prompt to validate the ownership of the DNS

zone.
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

the DNS settings.

TXT record:
Taxt: M5=ms59661451

MX record:
Destination: ms59661451.msv.invalid

You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

Add the TXT and MX records to the DNS address records in Azure.

HAME TYPE
= N5
= S04
@ TAT
fs

CHAME 3600

TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

172800

3600

3600 ms70102213

adfs-citrinsamldermoawesteurepecloud., |,

Click Verify in the Azure Management Console.

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

CitrixSamlDemo
‘j USERS GROUPS APPLICATIQNS DOMAIMS DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS
DOMAIN MAKME TYPE STATUS SINGLE SIGEM-0N PRIMARY DORMAIN JJ
citrixsamidemo. cnmicresoft.oom Basic S Active Mot Available Yes
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If this step fails, you can verify the domain before running Azure AD Connect.

When complete, the external address fs.citrixsamldemo.net is contacted over port 443.

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:

10,0013

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Enable Azure AD Join

When a user enters an email address so that Windows 10 can perform Azure AD join, the DNS
suffix is used to construct a CNAME DNS record that should point to ADFS: enterpriseregistration.

\<upnsuffix>.

In the example, thisis fs.citrixsamldemo.net .
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

If you are not using a public certificate authority, ensure that the ADFS root certificate is installed on
the Windows 10 computer so that Windows trusts the ADFS server. Perform an Azure AD domain

join using the standard user account generated earlier.

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

Note that the UPN must match the UPN recognized by the ADFS domain controller.
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

)
Verify that the Azure AD join was successful by restarting the machine and logging on, using the

user's email address. When logged on, launch Microsoft Edge and connectto <http://

myapps.microsoft.com> . The web site should use single sign-on automatically.

Install Citrix Virtual Apps or Citrix Virtual Desktops

You can install the Delivery Controller and VDA virtual machines in Azure directly from the Citrix

Virtual Apps or Citrix Virtual Desktops ISO in the usual way.

In this example, StoreFront is installed on the same server as the Delivery Controller. The VDA is
installed as a standalone Windows 2012 R2 RDS worker, without integrating with Machine
Creation Services (although that can optionally be configured). Check that the user

George@citrixsamldemo.net can authenticate with a password, before continuing.
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« 16 e Y

Citrix StoreFront : [ -

DESKTORS

Q, bearch Desktops

Details

Run the Set-BrokerSite —-TrustRequestsSentToTheXmlServicePort $true PowerShell cmdlet on

the Controller to allow StoreFront™ to authenticate without the users' credentials.

Install Federated Authentication Service

Install FAS on the ADFS server and configure a rule for the Delivery Controller to act as a trusted
StoreFront (since, in this example, StoreFront is installed on the same VM as the Delivery

Controller). See Install and configure.

Configure StoreFront

Request a computer certificate for the Delivery Controller, and configure IS and StoreFront to use

HTTPS by setting an 1IS binding for port 443, and changing the StoreFront base address to https:.

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

Configure StoreFront to use the FAS server (use the PowerShell script in Install and configure),
and test internally within Azure, ensuring that the logon uses FAS by checking the event viewer on
the FAS server.
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File Action View Help

e 2

| AU Application  Mumber
[ L Custem V
4 L Windows

Date and Time Event ID  Task C..

T35 A

E Applic ¥, Information 1 T:35 AM Citri. Authentication.FederatedAuthenticationSenvice MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

Configure StoreFront to use Citrix Gateway

Using the Manage Authentication Methods GUI in the StoreFront management console,

configure StoreFront to use Citrix Gateway to perform authentication.

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

To integrate Citrix Gateway authentication options, configure a Secure Ticket Authority (STA) and
configure the Citrix Gateway address.
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

Configure a new Azure AD application for Single Sign-on to StoreFront

This section uses the Azure AD SAML 2.0 Single Sign-on features, which currently require an
Azure Active Directory Premium subscription. In the Azure AD management tool, select New

Application, choosing Add an application from the Gallery.

APPLICATION GALLERY %
Add an application for my organization to use | o
FEATURED APPLICATIONS (17T) NAME
- * Add an unlisted application my

I CUsTOM i‘ organization is using | storeFront |
ALL (2626)
BUSINESS MANAGEMENT [124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options,

COMSTRUCTION (3)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

Select CUSTOM > Add an unlisted application my organization is using to create a new

custom application for your users.

Configure an icon

Create an image 215 by 215 pixels in size and upload it on the CONFIGURE page to use as an

icon for the application.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 145




Federated Authentication Service

properties

APPLICATION TILE LOGO

cifrix

Configure SAML authentication

Return to the Application dashboard overview page and select Configure Single sign-on.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

This deployment will use SAML 2.0 authentication, which corresponds to Microsoft Azure AD
Single Sign-On.
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On
Establish federation between Microsoft Azure AD and StoreFront
Learn mare

) Password Single Sign-On
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory

Federation Services or another third- party single sign-on provider.
Learn maore

The Identifier can be an arbitrary string (it must match the configuration provided to Citrix
Gateway); in this example, the Reply URL is /cgi/samlauth on the Citrix Gateway server.

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

The next page contains information that is used to configure Citrix Gateway as a relying party to
Azure AD.
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

Download the base 64 trusted signing certificate and copy the sign-on and sign-out URLS. You will

paste these in Citrix Gateway configuration screens later.

Assign the application to users

The final step is to enable the application so that it appears on users' "myapps.microsoft.com”
control page. This is done on the USERS AND GROUPS page. Assign access for the domain
users accounts synchronized by Azure AD Connect. Other accounts can also be used, but they

must be explicitly mapped because they do not conform to the \&lt;user>@\&It;domain> pattern.

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow  |All Users ~ vy
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: P
Azure Admin AzureAdmin@citrixsamid.. MNa Unassigned

George User george@citrikzamldemo.net Mo Umassigned
On-Premites Directory Sy..  Symc_ADFS_21aTes060ddl... Mo Unassigned
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MyApps page
When the application has been configured, it appears on the users' lists of Azure applications when

they visit <https://myapps.microsoft.com> .

B Access Panel Applicatior X+ — O *
é > O | [5 account.activedirectory.windowsazure.com/a| 'if? ‘ = @A ﬁ
Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

When it is Azure AD joined, Windows 10 supports single sign-on to Azure applications for the user
who logs on. Clicking the icon takes the browser to the SAML cgi/samlauth web page that was

configured earlier.

Single sign-on URL

Return to the application in the Azure AD dashboard. There is now a single sign-on URL available
for the application. This URL is used to provide web browser links or to create Start menu shortcuts

that take users directly into StoreFront.
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quick glance

APPLICATION TYPE
Web application

PUELISHER
URL

SINGLE SIGN-ON URL
https:/fmyapps.microsoft.com/signins

@' View usage report

Paste this URL into a web browser to ensure that you are redirected by Azure AD to the Citrix
Gateway cgi/samlauth web page configured earlier. This works only for users who have been
assigned, and will provide single sign-on only for Windows 10 Azure AD-joined logon sessions.

(Other users will be prompted for Azure AD credentials.)

Install and configure Citrix Gateway

To remotely access the deployment, this example uses a separate VM running NetScaler (now
Citrix Gateway). This can be purchased from the Azure Store. This example uses the "Bring your

own License" version of NetScaler 11.0.

Log on to the NetScaler® VM, pointing a web browser to the internal IP address, using the
credentials specified when the user authenticated. Note that you must change the password of the

nsroot user in an Azure AD VM.

Add licenses, selecting reboot after each license file is added, and point the DNS resolver to the

Microsoft domain controller.

Run the Citrix Virtual Apps and Desktops setup wizard

This example starts by configuring a simple StoreFront integration without SAML. After that

deployment is working, it adds a SAML logon policy.
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XenApp/XenDesktop Setup Wizard
What is your deployment

o,

{H_j Single Hop

.
1'—‘&,;'—5—'@ 8 - Server Farm
Access Gatway

Client Internat

What is your Citrix Integration Point?
storefront |4

Select the standard Citrix Gateway StoreFront settings. For use in Microsoft Azure, this example

configures port 4433, rather than port 443. Alternatively, you can port-forward or remap the Citrix

Gateway administrative web site.

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 80 1o secure port

For simplicity, the example uploads an existing server certificate and private key stored in a file.

Server Certificate

Certificate Format®
| pem v

Certificate File*

|n5.citrixsamldemu.net | | Browse I - |

[w Private key is password protected
Private key password

sorine |
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Configure the domain controller for AD account management

The domain controller will be used for account resolution, so add its IP address into the primary

authentication method. Note the formats expected in each field in the dialog box.

Primary authentication method™

| Active Directory/LDAP |

IP Address®

|'IEI .0 .0 L2 |i—|er~6

"] Load Balancing
Port*

| 389

Time aut (seconds]*
| 3

Base DN*

| CM=Users DC= citrizsamldemo DC

Service account®

|CN=internaIadmin.CN =Users,DC=

|| Group Extraction
Server Logon Name Attnbute®

| userPrincipalame

Password®

Confirm Password*

||-u|-mu"-| ““|'ﬂ'

Secondary authentication method*

MNone _

o [

Configure the StoreFront address

In this example, StoreFront has been configured using HTTPS, so select the SSL protocol options.
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StoreFront

StoreFrant FODN®

ddc.citrixsamldemo.net

Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4
we Mame®

SCitrix/StareWeb

ssL v

443

Verify the Citrix Gateway deployment

Connect to Citrix Gateway and check that authentication and launch are successful with the

username and password.

& B hitps v citrizsemidema’ O = @ & || B MetScater Gateway 8% Citrin MeetScaler VPX - Configur...

NetScaler with Un

Please log on to continue.
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Enable Citrix Gateway SAML authentication support

Using SAML with StoreFront is similar to using SAMI with other web sites. Add a new SAML poalicy,
with an expression of NS_TRUE.

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
| Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

Configure the new SAML IdP server, using information obtained from Azure AD earlier.
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Create Authentication SAML Server

| Create Authentication SAML Server

Name*
Azuread

Authentication Type
SAML

IDP Certificate Name®

AzureADSAML v e
Redirect URL"
291-4c20-9826-14d5e484c6 28 /saml2

Sin

L
"

yle Logout URL
29f-4c20-9826-14d5e484c62e/5aml2
User Freld

userprincipalname

Signing Certificate Name

lssuer Marme

hitps:/ins, citrixs amldemo net/Citrg

Reject .,n:.qr:('d Asterbon”

ON v
SAML Binding®

POST v

Default Authenticatson Group

Skew Teméming)

S E

S

ntermetProtocol

ntemetProtocolPassword

Verify the end-to-end system

Log on to an Azure AD Joined Windows 10 desktop, using an account registered in Azure AD.

Launch Microsoft Edge and connect to: <https://myapps.microsoft.com> .

The web browser should display the Azure AD applications for the user.
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E Access Panel Applicatior » -+

Recyclg
é O Hj windowsazure.com

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

Verify that clicking the icon redirects you to an authenticated StoreFront server.

Similarly, verify that direct connections using the Single Sign-on URL and a direct connection to the

Citrix Gateway site redirect you to Microsoft Azure and back.

Finally, verify that non-Azure AD joined machines also function with the same URLs (although there

will be a single explicit sign-on to Azure AD for the first connection).

Appendix

You should configure the following standard options when you are setting up a VM in Azure.

Provide a public IP address and DNS address

Azure gives all VMs an IP address on the internal subnet (10.*.*.* in this example). By default a

public IP address is also supplied, which can be referenced by a dynamically updated DNS label.
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N - o a 5]
gh AR <) Essentials A AR O
Computer name Resource group 1P address
Metscaler ciltricsarnlclem - SUPPORT + TROUBLESHOOTING
Status Operating system acation DHS name
Running Linux West Europe - E Auditiogs >
Location ption name
Vest Europe ofessional with MSDN & New support request >
5 Sul 11D
iith di22436i-dafo-26ae-beTh-647acdzeelca
GENERAL
Subscriptio PR
df22436f-d4f5-26ae-beTb-5479cdaeefca . 1
Y Properties >
& Configuration >
s .-LI_/.i es
lonitoring @
RESOURCE MANAGEMENT
CPU percentage
& Togs >
8 Locks >
sl Users >
BN Eepertemplate >
No available data.
Add a section
~

Select Configuration of the Public IP address/IDNS name label. Choose a public DNS address
for the VM. This can be used for CNAME references in other DNS zone files, ensuring that all DNS

records remain correctly pointing to the VM, even if the IP address is reallocated.

Assigmment

Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o |

swesteurope.cloudapp.azure.com

Set up firewall rules (security group)

Each VM in a cloud has a set of firewall rules applied automatically, known as the security group.
The security group controls traffic forwarded from the public to the private IP address. By default,
Azure allows RDP to be forwarded to all VMs. The Citrix Gateway and ADFS servers must also
need to forward TLS traffic (443).
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Open Network Interfaces for a VM, and then click the Network Security Group label. Configure

the Inbound security rules to allow appropriate network traffic.

Settings

Security rules

1 inround, 0 outbound SUPPORT + TROUBLESHOOTING
5‘:;::‘::!‘;_:-:21\\;:\&|ntsria[ss B Auditiegs >
i ) nal with MSDN & New support request >
sdfl2436!5(1.«94635-be?b-ﬁé??:daesfta Sd“f‘é24361-d‘ilgis--'éa?-bETh-ﬁiTQKdaeefta P
All settings = — N
o 2 Inbound security rules >
7. Qutbeund security rules >
Related information
* Install and configure is the primary reference for FAS installation and configuration.
e The common FAS deployments are summarized in the Deployment architectures article.
» "How-to" articles are introduced in the Advanced configuration article.
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Federated Authentication Service 2209
Document History

The following table describes important changes to the Federated Authentication Service 2206

documentation. To receive notifications about these updates, subscribe to the RSS feed.

DATE CHANGE DESCRIPTION
29 Sep 2022 Initial release of Federated Initial release of Federated
Authentication Service 2209 Authentication Service 2209.

For more information, see
What's new.
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